
 Data Processing Addendum 

 The  par�es  conclude  this  Data  Processing  Addendum  (“  DPA  ”),  which  forms  part  of  the  Agreement 
 between  Customer  and  Supplier,  to  reflect  our  agreement  about  the  Processing  of  Personal  Data,  in 
 accordance  with  the  requirements  of  Data  Protec�on  Laws  and  Regula�ons,  including  the  GDPR,  the 
 UK  GDPR,  and  the  CCPA,  to  the  extent  applicable.  To  the  extent  Supplier,  in  providing  the  Services  set 
 forth  in  the  Agreement,  processes  Personal  Data  on  behalf  of  Customer,  the  provisions  of  this  DPA 
 apply. 

 References  to  the  Agreement  will  be  construed  as  including  this  DPA.  Any  capitalized  terms  not 
 defined herein shall     have the respec�ve meanings given to them in the Agreement. 

 This  DPA  consists  of  two  parts:  (i)  the  main  body  of  this  DPA,  and  (ii)  A�achments  1,  2,  3,  4  and  5 
 hereto. 

 How to Execute this DPA: 

 1.  To complete this DPA, you should: 

 a.  Sign the main body of this DPA in the signature box below. 

 b.  Complete  any  missing  informa�on  and  sign  A�achment  1,  A�achment  2,  A�achment  3, 
 A�achment  4,  and  A�achment  5,  if  applicable.  A�achment  4  applies,  if  Customer  is  a  Data 
 Controller  within  the  ambit  of  the  GDPR,  and  it  applies  in  combina�on  with  A�achment  5  if 
 Customer is a Data Controller within the ambit of the UK GDPR. 

 2.  Submit  the  completed  and  signed  DPA  to  Supplier  via  email  to  dpa@stackmasters.eu  Upon  receipt 
 of  your  validly  completed  DPA,  this  DPA  will  be  legally  binding  (provided  that  you  have  not 
 overwri�en or modified any of the terms beyond comple�ng the missing informa�on). 

 How this DPA Applies 

 If  the  Customer  signing  this  DPA  is  a  party  to  the  Agreement,  then  this  DPA  is  an  addendum  to  and 
 forms part of the Agreement. 

 If  the  Customer  en�ty  signing  this  DPA  is  not  a  party  to  the  Agreement,  this  DPA  is  not  valid  and  is  not 
 legally  binding.  Such  en�ty  should  request  that  the  Customer  en�ty  who  is  party  to  the  Agreement 
 executes this DPA. 

 This  DPA  shall  not  replace  any  comparable  or  addi�onal  rights  rela�ng  to  Processing  of  Personal  Data 
 contained  in  the  Agreement.  For  the  avoidance  of  doubt,  it  is  stated  that  this  DPA  prevails  for  all  issues 
 it regulates. 

 Data Processing Terms 
 Customer  and  Cycleops  hereby  agree  to  the  following  provisions  with  respect  to  any  Personal  Data 
 processed by Cycleops in rela�on to the provision of the Services under the Agreement. 
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 1.  DEFINITIONS 

 “Adequacy  Decision”  means  a  European  Commission  Decision  and/or  a  decision  of  the  Secretary 
 of  State  of  the  UK  that  a  third  country  or  an  interna�onal  organiza�on  ensures  an  adequate  level 
 of data protec�on as defined in the GDPR and the UK GDPR. 

 “Binding  Corporate  Rules”  are  binding  internal  rules  that  regulate  the  transfer  of  Personal  Data 
 within  an  organiza�on  which,  where  applicable,  have  been  approved  by  a  competent  Supervisory 
 Authority as providing an adequate level of protec�on to Personal Data. 

 “CCPA”  means  the  California  Consumer  Privacy  Act  (CAL.  CIV.  CODE  §  1798.100  et.  seq.  ),  as 
 amended by the California Privacy Rights Act, and its implemen�ng    regula�ons. 

 “Dashboard  ”  for  applicable  Services,  means  the  user  interface  features  of  the  hosted  So�ware 
 (as described in the Agreement); 

 “Data  Controller”  means  the  en�ty  that  determines  the  purposes  and  means  of  the  Processing  of 
 Personal  Data,  as  defined  in  the  GDPR  and  the  UK  GDPR,  and  has  the  same  meaning  as  “business,” 
 as that term is defined by the CCPA. 

 “Data  Processor”  means  the  en�ty  which  Processes  Personal  Data  on  behalf  of  the  Data 
 Controller,  as  defined  in  the  GDPR  and  the  UK  GDPR,  and  has  the  same  meaning  as  “service 
 provider,” as that term is defined by the CCPA; 

 “Data  Protec�on  Laws  and  Regula�ons”  means  all  laws  and  regula�ons  applicable  to  the 
 Processing  of  Personal  Data  as  part  of  or  in  connec�on  with  the  Services,  including  but  not  limited 
 to  (i)  laws  and  regula�ons  of  the  European  Union,  the  European  Economic  Area  and  their  member 
 states,  including  the  GDPR,  ii)  Adequacy  Decisions  and  (iii)  the  UK  GDPR,  and  (iv)  the  CCPA,  as 
 either of (i) or (ii) or (iii) or (iv) may be amended and are in force from �me to �me; 

 “Data  Subject”  means  the  individual  to  whom  Personal  Data  relates,  as  defined  in  the  GDPR  and 
 the UK GDPR, and has the same meaning as “consumer” as that term is defined under the CCPA; 

 “Cycleops”  means  the  Supplier,  and  its  Affiliates  engaged  in  the  Processing  as  these  are  men�oned 
 under Clause 5.1 (i); 

 “Cycleops’s  Representa�ve”  means  a  natural  or  legal  person  established  in  the  European  Union 
 who  is  designated  by  and  represents  Cycleops  with  regard  to  its  respec�ve  obliga�ons  under  the 
 GDPR,  as  applicable.  Cycleops’s  Representa�ve  is  Stackmasters  MEPE,  established  in  Athens, 
 Greece Lykourgou 1, 10551, (+30) 2106756112; 

 Cycleops’s  UK  Representa�ve  means  a  natural  or  legal  person  established  in  the  UK  who 
 represents Cycleops with regard to its respec�ve obliga�ons under the UK GDPR, as applicable. 

 “GDPR”  means  the  Regula�on  (EU)  2016/679  of  the  European  Parliament  and  of  the  Council  of  27 
 April  2016  on  the  protec�on  of  natural  persons  with  regard  to  the  processing  of  personal  data  and 
 on  the  free  movement  of  such  data,  and  repealing  Direc�ve  95/46/EC  (General  Data  Protec�on 
 Regula�on), as may be amended from �me to �me; 

 “Personal  Data”  means  data  about  a  natural  person  processed  by  Cycleops  in  rela�on  to  the 
 provision  of  the  Services  under  the  Agreement,  from  which  that  person  is  iden�fied  or  iden�fiable, 
 and has the same meaning as “personal informa�on” as that term is defined under the CCPA. 
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 “Processing”  means  any  opera�on  or  set  of  opera�ons  which  is  performed  upon  Personal  Data, 
 whether  or  not  by  automa�c  means,  such  as  collec�on,  recording,  organiza�on,  storage, 
 adapta�on  or  altera�on,  retrieval,  consulta�on,  use,  disclosure  by  transmission,  dissemina�on, 
 transfer  or  otherwise  making  available,  alignment  or  combina�on,  blocking,  erasure  or 
 destruc�on, as defined in the GDPR and the UK GDPR; 

 “Restricted  Third  Country”  means  a  country  to  which  a  transfer  of  Personal  Data,  or  from  which 
 access to Personal Data, would be prohibited by applicable Data Protec�on Laws and Regula�ons; 

 “Standard  Contractual  Clauses”  means  contractual  clauses  adopted  by  the  European  Commission 
 and/or  the  UK  Secretary  of  State  and/or  the  UK  Informa�on  Commissioner  based  on  the  GDPR 
 and/or the UK GDPR, as applicable; 

 “Sub-processor”  means  any  other  processor,  engaged  by  the  Supplier,  who  agrees  to  receive  from 
 Supplier  Personal  Data  exclusively  intended  for  the  Processing  to  be  carried  out  on  behalf  of  the 
 Customer,  in  accordance  with  its  instruc�ons,  the  terms  of  the  DPA,  and  the  terms  of  the  wri�en 
 Sub-processor contract; 

 “Supervisory  Authority”  means  an  independent  public  authority  which  is  established  by  an  EU 
 Member  State,  pursuant  to  the  GDPR,  and/or  the  Informa�on  Commissioner  of  the  UK,  as 
 applicable; 

 “Technical  and  organiza�onal  security  measures”  means  those  measures  aimed  at  protec�ng 
 Personal  Data  against  accidental  or  unlawful  destruc�on  or  accidental  loss,  altera�on, 
 unauthorized  disclosure  or  access,  in  par�cular  where  the  processing  involves  the  transmission  of 
 data over a network, and against all other unlawful forms of processing; 

 “UK  GDPR”  means  the  GDPR  as  retained  in  UK  Law  a�er  UK’s  withdrawal  from  the  EU,  and  as 
 amended and in force from �me to �me. 

 2.  PROCESSING OF PERSONAL DATA 
 2.1  Roles  of  the  Par�es.  The  par�es  acknowledge  and  agree  that  for  the  purposes  of  this  DPA 

 Customer  is  the  Data  Controller  and  Supplier  is  the  Data  Processor,  and  that  Supplier  is  en�tled  to 
 engage  Sub-processors  pursuant  to  the  requirements  set  forth  in  Clause  5  of  this  DPA.  Customer 
 may permit the use of the Services to Authorized Users pursuant to the Agreement. 

 2.2  Customer’s  Processing  of  Personal  Data.  a.  Customer  shall,  in  its  use  of  the  Services,  Process 
 Personal  Data  in  accordance  with  Data  Protec�on  Laws  and  Regula�ons.  For  the  avoidance  of 
 doubt,  Customer’s  instruc�ons  to  Cycleops  for  the  Processing  of  Personal  Data  shall  comply  with 
 Data  Protec�on  Laws  and  Regula�ons.  In  addi�on,  Customer  shall  have  sole  responsibility  for  the 
 accuracy,  reliability,  quality,  and  legality  of  Personal  Data,  and  the  means  by  which  Customer 
 acquired  Personal  Data,  including  providing  any  required  no�ces  to,  and  obtaining  any  necessary 
 consent  from,  its  employees,  agents,  Authorized  Users,  or  any  third  par�es,  to  whom  it  extends 
 the  benefits  of  the  Services  or  whose  Personal  Data  are  Processed  in  Customer’s  Use  of  the 
 Services.  b.  To  the  extent  permi�ed  by  applicable  Data  Protec�on  Laws  and  Regula�ons,  Customer 
 shall  have  the  right,  upon  reasonable  no�ce,  to  take  steps  reasonably  necessary  to  stop  and 
 remediate any unauthorized use of Personal Data by Cycleops. 
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 2.3  Cycleops’s  Processing  of  Personal  Data.  a.  Cycleops  shall  keep  Personal  Data  confiden�al  and  shall 
 only  Process  Personal  Data  on  behalf  of  and  in  accordance  with  Customer’s  documented 
 instruc�ons  for  the  following  purposes:  (i)  Processing  in  accordance  with  the  Agreement  and  this 
 DPA,  including  with  respect  to  the  “business  purpose,”  as  such  term  of  defined  by  CCPA,  for  this 
 Agreement  (ii)  Processing  ini�ated  by  Authorized  User(s)  in  their  use  of  the  Services  in  accordance 
 with  the  Agreement  and  this  DPA;  and  (iii)  Processing  to  comply  with  other  documented, 
 reasonable  instruc�ons  provided  by  Customer  (for  example,  via  email)  where  such  instruc�ons  are 
 consistent  with  the  terms  of  the  Agreement.  b.  Customer  takes  full  responsibility  to  keep  the 
 amount  of  Personal  Data  provided  to  Cycleops  to  the  minimum  necessary  for  the  performance  of 
 the  Services.  c.  Cycleops  shall  not  be  required  to  comply  with  or  observe  Customer’s  instruc�ons,  if 
 such  instruc�ons  would  violate  the  GDPR,  the  UK  GDPR,  the  CCPA,  or  the  Data  Protec�on  Laws  and 
 Regula�ons.  Cycleops  shall  immediately  inform  Customer  if,  in  its  opinion,  an  instruc�on  infringes 
 the  GDPR,  the  UK  GDPR,  the  CCPA,  or  the  Data  Protec�on  Laws  and  Regula�ons.  d.  Cycleops  shall 
 process  Personal  Data,  if  required  to  do  so  by  applicable  law  to  which  Cycleops  is  subject.  In  such  a 
 case,  Cycleops  shall  inform  Customer  of  that  legal  requirement  before  processing,  unless  that  law 
 prohibits  such  informa�on  on  important  grounds  of  public  interest.  Cycleops  shall  promptly  no�fy 
 Customer  of  any  legally  binding  request  for  disclosure  of  Personal  Data  by  a  law  enforcement 
 authority,  or  other  legal  process,  unless  otherwise  prohibited,  such  as  a  prohibi�on  under  criminal 
 law  to  preserve  the  confiden�ality  of  a  law  enforcement  inves�ga�on.  e.  Cycleops  shall  not  sell  or 
 share,  as  those  terms  are  defined  by  the  CCPA,  any  Personal  Data  provided  by  Customer  to 
 Cycleops,  and  shall  not  combine  the  Personal  Data  of  any  California  residents  that  it  receives  from, 
 or  on  behalf  of,  Customer  with  Personal  Data  that  it  receives  from,  or  on  behalf  of,  another  person 
 or  persons,  or  collects  from  its  own  interac�on  with  those  California  residents,  except  as  permi�ed 
 by the CCPA. 

 2.4  Scope  of  the  Processing.  The  subject-ma�er  of  Processing  of  Personal  Data  by  Cycleops  is 
 the  performance  of  the  Services  pursuant  to  the  Agreement.  The  dura�on  of  the  Processing,  the 
 nature  and  purpose  of  the  Processing,  the  types  of  Personal  Data  Processed  and  categories  of  Data 
 Subjects involved under this DPA are further specified in A�achment 1 to this DPA. 

 3.  RIGHTS OF DATA SUBJECTS 

 3.1  Dele�on  of  Personal  Data.  For  the  Services,  the  Customer  shall  have  the  ability  to  request 
 the  dele�on,  amendment,  or  correc�on  of  Personal  Data  at  any  �me.  Following  such  request  by 
 Customer,  Cycleops  shall  delete  such  data  from  its  systems  immediately,  unless  mandatory 
 statutory law requires storage of Personal Data. 

 3.2  Complaints  or  No�ces  related  to  Personal  Data.  In  the  event  Cycleops  receives  any  official 
 complaint,  no�ce,  or  communica�on  that  relates  to  Processing  of  Personal  Data  for  or  on  behalf  of 
 the  Customer  or  either  party's  compliance  with  Data  Protec�on  Laws  and  Regula�ons,  to  the 
 extent  legally  permi�ed,  Cycleops  shall  promptly  no�fy  Customer  and,  to  the  extent  applicable, 
 Cycleops  shall  provide  Customer  with  commercially  reasonable  coopera�on  and  assistance  in 
 rela�on  to  any  such  complaint,  no�ce,  or  communica�on.  Customer  shall  be  responsible  for  any 
 reasonable costs arising from Cycleops’s provision of such assistance. 

 3.3  Data  Subject  Requests.  To  the  extent  legally  permi�ed,  Cycleops  shall  promptly  no�fy 
 Customer,  if  Cycleops  receives  a  request  from  a  Data  Subject  to  exercise  the  Data  Subject's  rights 
 to  consent,  and  to  withdraw  the  consent,  right  of  access,  right  to  rec�fica�on,  restric�on  of 
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 Processing,  erasure  (“right  to  be  forgo�en”),  data  portability,  object  to  the  Processing,  or  its  right 
 not  to  be  subject  to  an  automated  individual  decision  making  (“Data  Subject  Request”),  and  for  the 
 avoidance  of  doubt,  similar  requests  to  exercise  any  of  the  Data  Subject  rights  provided  by  the 
 CCPA.  Factoring  into  account  the  nature  of  the  Processing,  Cycleops  shall  assist  Customer  by 
 appropriate  organiza�onal  and  technical  measures,  insofar  as  this  is  possible,  for  the  fulfillment  of 
 Customer’s  obliga�on  to  respond  to  a  Data  Subject  Request  under  Data  Protec�on  Laws  and 
 Regula�ons.  In  addi�on,  to  the  extent  Customer,  in  its  use  of  the  Services,  does  not  have  the  ability 
 to  address  a  Data  Subject  Request,  Cycleops  shall,  upon  Customer’s  request,  provide  commercially 
 reasonable  efforts  to  assist  Customer  in  responding  to  such  Data  Subject  Request,  to  the  extent 
 that  Cycleops  is  legally  permi�ed  to  do  so,  and  the  response  to  such  Data  Subject  Request  is 
 required  under  Data  Protec�on  Laws  and  Regula�ons.  To  the  extent  legally  permi�ed,  Customer 
 shall be responsible for any costs arising from Cycleops’s provision of such assistance. 

 4.  CYCLEOPS’S PERSONNEL 

 4.1  Confiden�ality  .  Cycleops  shall  ensure  that  its  personnel  engaged  in  the  Processing  of  Personal 
 Data  are  informed  of  the  confiden�al  nature  of  the  Personal  Data,  have  received  appropriate 
 training  on  their  responsibili�es  and  have  executed  wri�en  confiden�ality  agreements. 
 Cycleops  shall  ensure  that  such  confiden�ality  obliga�ons  survive  the  termina�on  of  the 
 personnel engagement. 

 4.2  Reliability.  Cycleops  shall  take  commercially  reasonable  steps  to  ensure  the  reliability  of  its 
 personnel engaged in the Processing of Personal Data. 

 4.3  Limita�on  of  Access.  Cycleops  shall  ensure  that  its  access  to  Personal  Data  is  limited  to  those 
 personnel  assis�ng  in  the  provision  of  the  Services  in  accordance  with  the  Agreement,  and 
 that access is limited to those personnel that is necessary for the provision of the Services. 

 4.4  Data  Protec�on  Officer.  Cycleops  shall  appoint  a  Data  Protec�on  Officer,  if  and  where  such 
 appointment  is  required  by  the  GDPR  and  UK  GDPR.  Cycleops’s  personnel  responsible  for 
 privacy issues may be reached at  privacy@stackmasters.eu 

 5.  SUB-PROCESSORS 

 5.1  Appointment of Sub-processors.  Customer acknowledges  and agrees that 

 (i)  Supplier  is  en�tled  to  retain  its  Affiliates  as  Sub-processors.  Currently  Supplier  engages 
 following  Affiliates  as  Sub-processors:  Stackmasters  MEPE,  established  in  Athens, 
 Greece,  Lykourgou  1,  10551,  Customer  instructs  and  authorizes  hereby  the  use  of 
 these  Affiliates  as  Sub-processors.  Supplier  shall  inform  the  Customer  of  any  intended 
 changes to Cycleops. 

 (ii)  Supplier  may  engage  any  third  par�es  from  �me  to  �me  to  process  Personal  Data  in 
 connec�on  with  the  provision  of  Services.  Supplier  shall  inform  the  Customer  of  any 
 inten�on to engage any such third par�es. 

 5.2  List  of  Sub-processors.  Current  Sub-processors,  are  listed  in  A�achment  3  to  this  DPA,  and 
 Customer  instructs  or  authorizes  hereby  the  use  of  such  Sub-processors  to  assist  the  Supplier 
 with  the  performance  of  Supplier’s  obliga�ons  under  the  Agreement.  Supplier  shall  inform  the 
 Customer of any intended changes to such List by email. 
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 5.3  Objec�on  Right  for  New  Sub-processors.  Customer,  in  order  to  exercise  its  right  to  object  to 
 Supplier’s  use  of  a  new  Sub-processor,  whether  Affiliate  or  not,  shall  no�fy  Supplier  promptly 
 in  wri�ng  within  ten  (10)  business  days  a�er  receipt  of  Supplier’s  no�ce  about  its  inten�on  to 
 use  a  new  Sub-processor.  Personal  Data  shall  by  no  means  be  processed  by  the  Sub-processor 
 against  which  the  Customer  has  explicitly  objected.  If  Supplier  and  Customer  cannot  find  a 
 mutually  agreeable  resolu�on  to  address  the  Customer’s  objec�on  within  a  reasonable  �me 
 period,  which  shall  not  exceed  thirty  (30)  days,  the  Customer  may  terminate  the  Services.  The 
 Supplier  shall  refund  Customer  any  prepaid  fees  covering  the  remainder  of  the  Service 
 following the effec�ve date of termina�on with respect to such terminated Service. 

 5.4  Supplier  shall  only  engage  and  disclose  Personal  Data  to  Sub-processors  that  are  par�es  to 
 wri�en  agreements  with  each  Sub-processor  containing  data  protec�on  obliga�ons  no  less 
 protec�ve  that  the  obliga�ons  of  this  DPA,  and  comply  with  any  requirements  for  such 
 processing  in  the  Data  Protec�on  Laws  and  Regula�ons.  Supplier  agrees  and  warrants,  upon 
 request  of  the  Customer,  to  send  promptly  a  copy  of  any  Sub-processor  contract  to  the 
 Customer,  and  to  make  available  to  the  Data  Subject  upon  request  a  copy  of  the  DPA,  or  any 
 exis�ng  Sub-processing  contract,  unless  the  DPA  or  contract  contain  commercial  informa�on, 
 in  which  case  it  may  remove  such  commercial  informa�on,  with  the  excep�on  of  A�achment 
 2,  which  shall  be  replaced  by  a  summary  descrip�on  of  the  security  measures,  in  those  cases 
 where the Data Subject is unable to obtain a copy from the Customer. 

 5.5  Liability.  The  Supplier  shall  be  liable  for  the  acts  and  omissions  of  its  Sub-processors  to  the 
 same  extent  Supplier  would  be  liable,  if  performing  the  services  of  each  Sub-processor  directly 
 under the terms of this DPA. 

 6.  SECURITY MEASURES, NOTIFICATIONS REGARDING PERSONAL DATA, CERTIFICATIONS AND 
 AUDITS, RECORDS 

 6.1  Security  Measures.  Taking  into  account  the  state  of  art,  the  costs  of  implementa�on  and  the 
 nature,  scope,  context  and  purposes  of  Processing,  as  well  as  the  risk  of  varying  likelihood  and 
 severity  for  the  rights  and  freedoms  of  natural  persons,  Cycleops  shall  implement  appropriate 
 organiza�onal  and  technical  measures  to  ensure  a  level  of  security,  appropriate  to  the  risk 
 (including  protec�on  from  accidental  or  unlawful  destruc�on,  loss  altera�on,  unauthorized 
 disclosure  of,  or  access  to  Personal  Data  Processed  under  this  DPA),  as  set  forth  in  A�achment  2  to 
 this  DPA.  Cycleops  shall  regularly  monitor  compliance  with  these  measures.  Cycleops  shall  not 
 materially  decrease  the  overall  security  of  the  Services  during  Customer’s  subscrip�on  term. 
 A�achment  2  may  be  amended  from  �me  to  �me,  upon  par�es’  wri�en  agreement,  to  meet 
 higher standards of safety and privacy. In such case A�achment 2 shall be replaced. 

 Customer  agrees  that  a�er  its  assessment  of  the  requirements  of  the  Data  Protec�on  Laws  and 
 Regula�ons,  Customer  considers  that  the  security  measures  set  out  in  A�achment  2  are 
 appropriate  to  protect  Personal  Data  against  accidental  or  unlawful  destruc�on  or  accidental  loss, 
 altera�on,  unauthorized  disclosure  or  access,  and  against  all  other  unlawful  forms  of  Processing, 
 and  that  these  measures  ensure  a  level  of  security  appropriate  to  the  risks  presented  by  the 
 Processing  and  the  nature  of  Personal  Data  to  be  protected  having  regard  to  the  state  of  the  art 
 and the cost of their implementa�on. 

 6 

DocuSign Envelope ID: 7E400F0A-000A-4814-995C-D1A32AE38EA0



 6.2  No�fica�ons  Regarding  Personal  Data  Breach.  Cycleops  has  in  place  reasonable  and  appropriate 
 security  incident  management  policies  and  procedures  and  shall  no�fy  Customer  without  undue 
 delay  a�er  becoming  aware  of  the  unlawful  or  accidental  destruc�on,  altera�on  or  damage  or  loss, 
 unauthorized  disclosure  of,  or  access  to  Personal  Data,  transmi�ed,  stored  or  otherwise  Processed 
 by  Cycleops  or  its  Sub-processors  of  which  Cycleops  becomes  aware  (hereina�er,  a  “Personal  Data 
 Breach”),  as  required  under  the  Data  Protec�on  Laws  and  Regula�ons.  Cycleops  shall  make 
 reasonable  efforts  to  iden�fy  the  cause  of  such  Personal  Data  Breach  and  take  those  steps  as  it 
 deems  necessary  and  reasonable  in  order  to  remediate  the  cause  of  such  a  Personal  Data  Breach, 
 to the extent that the remedia�on is within Cycleops’s reasonable control. 

 6.3  Cer�fica�ons  and  Audits.  Cycleops  shall  make  available  to  the  Customer  all  informa�on  necessary 
 to  demonstrate  compliance  with  the  obliga�ons  of  Cycleops  under  this  DPA,  and  allow  for  and 
 contribute  to  audits,  including  inspec�ons,  conducted  by  the  Customer  or  another  auditor 
 mandated  by  the  Customer.  The  auditor  mandated  by  Customer  (“third  party  auditor”)  must  be 
 independent,  not  a  compe�tor  of  Cycleops,  and  composed  of  members  in  possession  of  the 
 required  professional  qualifica�ons  bound  by  a  duty  of  confiden�ality.  The  par�es  agree  that  the 
 audits  shall  be  carried  out  in  accordance  with  the  following  specifica�ons:  Customer  may  contact 
 Cycleops  to  request  an  on-site  audit  of  the  procedures  relevant  to  the  protec�on  of  Personal  Data. 
 To  the  extent  legally  permi�ed,  Customer  shall  reimburse  Cycleops  for  any  �me  expended  for  any 
 such  audit  at  Cycleops’  then-current  professional  services  rates,  which  shall  be  made  available  to 
 Customer  upon  request  and  shall  not  exceed  USD  150  per  hour,  except  when  a  breach  or  failure  by 
 Cycleops  has  been  found,  in  which  case  Customer  can  obtain  from  Supplier  the  reimbursement  of 
 its  reasonable  direct  costs.  Before  the  commencement  of  any  such  on-site  audit,  Customer  shall 
 inform  Supplier  about  the  scope  of  the  audit,  and  Customer  and  Cycleops  shall  mutually  agree 
 upon  the  �ming,  and  dura�on  of  the  audit  in  addi�on  to  the  reimbursement  rate  for  which 
 Customer  shall  be  responsible.  All  reimbursement  rates  shall  be  reasonable,  taking  into  account 
 the  resources  expended  by  Cycleops.  Customer  shall  promptly  no�fy  Cycleops  and  provide 
 informa�on about any actual or suspected non-compliance discovered during an audit. 

 Cycleops  shall  also  allow  and  provide  third-party  cer�fica�ons,  if  available,  and  audit  results  upon 
 Customer’s  wri�en  request  at  reasonable  intervals,  subject  to  the  confiden�ality  obliga�ons  set 
 forth  in  the  Agreement.  Cycleops  shall  make  available  to  Customer  a  copy  of  Cycleops’s  most 
 recent third-party cer�fica�ons, if available, or audit results, as applicable. 

 6.4  Records.  Where  required  by  the  Data  Protec�on  Laws  and  Regula�ons,  or  as  reasonably  requested 
 by  Customer,  Cycleops  shall  maintain  a  record,  in  electronic  form,  of  all  categories  of  processing 
 ac�vi�es carried out on behalf of the Customer. 

 7.  RETURN OF PERSONAL DATA, COMMUNICATION 

 7.1  Return  of  Personal  Data.  Cycleops  shall,  at  the  choice  of  the  Customer,  return  Personal  Data, 
 to  Customer  in  a  standard  and  machine-readable  format  or  delete  exis�ng  copies  a�er  the 
 end  of  the  provision  of  the  Services  and  cer�fy  to  the  Customer  that  it  has  done  so  in 
 accordance  with  the  procedures  specified  in  A�achment  2  to  this  DPA,  unless  mandatory  laws 
 require  storage  of  Personal  Data.  In  that  case  Cycleops  warrants  that  it  shall  guarantee  the 
 confiden�ality  of  Personal  Data  and  shall  not  Process  Personal  Data  otherwise  than  exclusively 
 for  such  reten�on,  and  that,  in  that  case,  Cycleops’s  obliga�ons  under  this  DPA,  as  applicable, 
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 survive  expira�on  or  termina�on  of  the  Agreement  and  comple�on  of  the  Services  for  the  full 
 dura�on of such reten�on. 

 7.2  Communica�ons.  The  Customer  that  is  the  contrac�ng  party  to  the  Agreement  shall  remain 
 responsible  for  coordina�ng  all  communica�on  with  Cycleops  under  this  DPA  and  shall  be 
 en�tled to transmit and receive any communica�on in rela�on to this DPA. 

 8.  COOPERATION WITH SUPERVISORY AUTHORITY 

 Where  applicable,  Cycleops  shall,  upon  request,  cooperate  with  the  Supervisory  Authority  in  the 
 performance of its tasks, as foreseen in the GDPR and the UK GDPR. 

 9.  DATA PROTECTION IMPACT ASSESSMENT 

 Where  applicable,  upon  Customer’s  request,  Cycleops  shall  provide  Customer  with  reasonable 
 coopera�on  and  assistance  needed  to  fulfill  Customer’s  obliga�on  under  the  GDPR  and  the  UK 
 GDPR  to  carry  out  a  Data  Protec�on  Impact  Assessment,  related  to  Customer’s  use  of  the  Services, 
 to  the  extent  Customer  does  not  otherwise  have  access  to  the  relevant  informa�on,  and  to  the 
 extent  such  informa�on  is  available  to  Cycleops.  Cycleops  shall  provide  reasonable  assistance  to 
 Customer  in  the  coopera�on  or  prior  consulta�on  with  the  Supervisory  Authority  in  the 
 performance  of  its  tasks  rela�ng  to  this  DPA,  to  the  extent  required  under  the  GDPR  and  the  UK 
 GDPR. 

 10.  DATA TRANSFERS 

 Transfers  of  Personal  Data  under  this  DPA  from  the  European  Union,  the  European  Economic  Area 
 and/or  their  member  states,  and  the  United  Kingdom  to  countries  outside  of  the  European  Economic 
 Area, and the United Kingdom are made only in accordance with the following: 

 i.  the  transfer  is  to  a  jurisdic�on  for  which  an  appropriate  (EU  or  UK)  Adequacy  Decision 
 has been issued and subject to the terms of that Adequacy Decision; 

 ii.  in  the  absence  of  an  Adequacy  Decision,  the  transfer  is  subject  to  appropriate  form  of 
 the Standard Contractual Clauses. 

 11.  LEGAL EFFECT; TERMINATION; VARIATION 

 This  DPA  shall  only  become  legally  binding  between  Customer  and  Cycleops  when  fully  executed 
 following  the  formali�es  steps  set  out  in  the  Sec�on  “How  to  Execute  this  DPA”  and  will  terminate 
 when the Agreement terminates, without further ac�on required by either party. 

 The  par�es  undertake  not  to  vary  or  modify  the  DPA.  This  does  not  preclude  the  par�es  from 
 adding  clauses  on  business  related  issues,  where  required  as  long  as  they  do  not  contradict  the 
 DPA. 

 12.  CONFLICT 

 This  DPA  is  incorporated  into  and  forms  part  of  the  Agreement.  For  ma�ers  not  addressed  under 
 this  DPA,  the  terms  of  the  Agreement  apply.  With  respect  to  the  rights  and  obliga�on  of  the  par�es 
 vis-à-vis  each  other,  in  the  event  of  a  conflict  between  the  terms  of  the  Agreement  and  this  DPA, 
 the terms of this DPA will control. 
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 IN  WITNESS  WHEREOF,  the  par�es  have  caused  this  Data  Processing  Addendum  to  be  duly  executed. 
 Each  party  warrants  and  represents  that  its  respec�ve  signatories,  whose  signatures  appear  below,  are 
 on the date of signature duly authorized. 

 SUPPLIER 

 CUSTOMER  STACKMASTERS LLC 

 Authorized Signature  Authorized Signature 

 Name  Name:   Thanassis Parathyras 

 Title  Title: CEO 

 Date  Date: February 21, 2024 
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 A�achment 1 

 Details of the Processing 

 This a�achment includes certain details of the Processing of Personal Data. 

 Nature and Purpose of Processing 

 Cycleops  will  Process  Personal  Data  as  necessary  to  perform  the  Services  pursuant  to  the  Agreement, 

 and as further instructed by Customer in its use of the Services. 

 Dura�on of Processing 

 Subject to Clause 8 of this DPA, Cycleops will Process Personal Data for the dura�on of the Agreement. 

 Categories of Data Subjects 

 Personal  Data  processed  relates  to  the  following  categories  of  Data  Subjects:  Customer,  Authorized 

 Users  (which  may  be,  among  others,  employees,  contractors  or  business  partners  of  the  Customer), 

 other  individuals,  whose  Personal  Data  have  been  stored  in  the  Services  by  the  Customer  or  the 

 Authorized Users. 

 Type of Personal Data 

 ●  First name 

 ●  Last name 

 ●  Email address 

 ●  Phone number 

 ●  Time zone 

 ●  Address 

 ●  Company/branch name 

 ●  Company posi�on 

 ●  Contract data 

 ●  Behavioural, traffic and logging data 

 ●  Any Personal Data uploaded by the Customer or the Authorized Users in the Services 
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 Customer 

 Name: 

 Authorized Signature………………………………………….. 

 Supplier 

 STACKMASTERS LLC 

 Name: Thanassis Parathyras 

 Authorized Signature…………………………………………… 
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 A�achment 2 

 Technical and Organiza�onal Security Measures 

 1.  Personnel.  a.  Personnel  has  executed  wri�en  confiden�ality  agreements  that  survive  termina�on  of  their 
 employment  contract;  b.  Personnel  is  regularly  and  appropriately  trained;  c.  There  is  segrega�on  of  du�es 
 and  personnel’s  access  to  Personal  Data  is  limited  as  appropriate  and  necessary  to  their  roles;  d.  A  Security 
 Officer supervises compliance with security measures. 
 2.  Physical  and  Environmental  Security.  a.  Security  of  entrances  and  exits-Alarm  system-CCTV-Recep�on;  b. 
 Server  loca�on  outsourced:  AWS;  c.  Access  regula�ons  for  visitors;  d.  Clean  desk  policy;  e.  Regular  review 
 and  documenta�on  of  permanent  access  permits;  f.  Proper  destruc�on/dele�on  of  data  media;  g.  Proper 
 destruc�on of paper files that are no longer needed. 
 3.  Access  control  and  authen�ca�on.  a.  Documenta�on  of  the  issuance  of  hardware  to  employees;  b. 
 Authen�ca�on  (unique  user  ID/user  assignment),  no  "account  sharing";  c.  Password  procedure/password 
 rules  (e.g.  special  characters,  minimum  length)-password  encryp�on;  d.  De-ac�vated  or  expired  iden�fiers 
 are not granted to other individuals. 

 4.  Cybersecurity.  A.  Customer’s  responsibili�es.  Customer  is  responsible  for  the  applica�on  usage. 
 Customer is responsible to 

 a.  provide the Target 
 b.  integrate the Services within its infrastructure 
 c.  to assign user’s role, to iden�fy Authorized Users, to monitor user’s access and ac�vi�es, 
 d.  to handle sensi�ve informa�on within the Services 
 e.  to configure items within the Services. 

 B.  Cycleops’  Responsibili�es.  Cycleops  is  responsible  to  provide  the  Services  in  a  secure  manner,  by 
 implemen�ng the following agreed measures: 

 a.  Use  of  an�-virus,  an�-malware  and  an�-spyware  so�ware,  and  of  industry-standard  firewalls  of  the 
 latest update; 

 b.  Undertaking of specific hardening ac�vi�es; 
 c.  Capacity planning with view to work load and future requirements; 
 d.  Remote  access  based  on  encryp�on  and  safe  protocols;  Whole  disk  encryp�on  for  all  Personal  Data 

 at rest and in transit; E-mail encryp�on (SSL, TLS, etc.) 
 e.  Regular implementa�on of vulnerability and penetra�on tests; 
 f.  Regular updates and patch management. 
 g.  Change  control:  all  changes  to  pla�orm,  applica�on,  and  produc�on  infrastructure  (for  example 

 so�ware  update,  development  of  new  so�ware,  an�virus  installa�on  or  deinstalla�on)  are  tested  in 
 an  isolated  environment  not  affec�ng  real  data;  central  administra�on  of  changes  by  specific  users; 
 regular controls that no so�ware has been installed out of the regular process; 

 h.  Logical and physical (where applicable) separa�on of Customer’s data. 
 i.  Documenta�on of maintenance, remote maintenance or repair work performed on the IT system 

 5.  Log  Reten�on  Policy.  a.  Log  files  are  retained  for  all  crucial  systems;  b.  Following  informa�on  is  necessarily 
 retained  at  a  minimum:  i)  iden�fica�on  of  user  who  required  access  to  personal  data,  date  and  �me  of  the 
 request,  system  for  which  access  was  requested,  whether  access  has  been  granted  or  not;  ii)  Same 
 informa�on  with  regard  to  non-authorized  access  efforts;  iii)  Prin�ng  requests  and  or  other  export  requests 
 of  files  with  Personal  Data;  iv)  Modifica�ons  in  crucial  files  of  the  system  or  in  the  users’  rights;  v)  Changes  in 
 the  parameters  of  apps  and  systems  vi)  Crucial  events  and  of  any  ac�on  that  may  be  considered  as  an  a�ack 
 or  a  security  incident  (e.g.  port  scanning).  The  reten�on  of  events  is  directly  supervised  by  the  Security 
 Officer  and  the  System  Administrator;  c.  Log  files  may  only  be  assessed  by  the  Security  Officer  and  the 

 12 

DocuSign Envelope ID: 7E400F0A-000A-4814-995C-D1A32AE38EA0



 System  Administrator;  d.  Dele�on  of  log  files  has  to  be  authorized  by  both  the  Security  Officer  and  a  member 
 of the senior management. 
 6.  Service  Con�nuity  and  Disaster  Recovery.  a.  Cycleops  u�lizes  facili�es  (data  centers),  for  Personal 
 Data  and  their  back-ups,  providing  adequate  emergency  and  con�ngency  plans  and  guarantees;  b.  Cycleops 
 has  in  place  adequate  data  recovery  procedures.  c.  Emergency  and  con�ngency  plans,  on  premise,  for 
 various disasters, including fire, are in place, and drills are in prac�ce regularly. 

 7.  Incident  Monitoring  and  Management.  An  Incident  means  any  security  incident  that  may  lead  to 
 accidental  or  unlawful  destruc�on,  loss,  altera�on,  unauthorized  disclosure  of  or  access  to  Personal  Data 
 transmi�ed,  stored  or  otherwise  processed  (poten�al  Personal  Data  Breach).  Cycleops  has  in  place  a  policy 
 for  Incident  Monitoring  and  Management,  which  includes  i)  internal  repor�ng  of  poten�al  Personal  Data 
 Breaches,  ii)  recovery  of  a  Personal  Data  Breach,  iii)  risk  assessment,  iv)  no�fica�on  of  Personal  Data  Breach 
 to  the  Data  Controller,  the  Supervisory  Authority  and  the  affected  data  subject,  as  applicable,  v)  evalua�on 
 and response measures to prevent similar breaches. 
 8.  Audit  and  Review.  Regular  checks  on  the  effec�veness  of  the  technical  and  organiza�onal  measures  are  in 
 place.  Regular  checks  of  the  func�onality  of  the  an�-virus  so�ware  and  the  firewall.  Regular  audit  of  internal 
 processes. 
 9.  Data  subjects  rights.  For  data  subjects  rights  see  online  Privacy  Policy  of  Cycleops.  For  affiliate 
 sub-processors same as above. For non-affiliate sub-processors, see online terms of the sub-processors. 

 Customer 

 Name: 

 Authorized Signature…………………………………………… 

 Supplier 

 STACKMASTERS LLC 

 Name:  Thanassis Parathyras 

 Authorised Signature:……………………………………….. 
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 A�achment 3 

 The  list  of  Sub-processors  approved  by  the  Customer  as  of  the  effec�ve  date  of  the  DPA  is  as  set  forth 

 below; Sub-processors marked with (*) are op�onal and can be invoked upon Customer: 

 Subprocessor 
 Descrip�on of Processing  Dura�on  Loca�on  Contact Informa�on 

 Stackmasters MEPE  Administra�on of the 
 Services 

 Con�nuous  Athens 

 Address:  Lykourgou 1, Athens-Greece 

 Phone:  (+30) 2106756112 

 h�ps://cycleops.io/privacy-policy/ 

 Amazon Web 
 Services, Inc. 

 Cloud hos�ng  Con�nuous  Ireland EU 

 Address:  1200 12th Avenue South, Suite 
 1200 Sea�le, WA 98144, United States 

 Phone:  1- 206-266-4064 
 AWS Privacy (amazon.com) 

 Stripe* 
 Payments 

 Con�nuous  San Francisco and Dublin 

 Address:  3180 18th Street, Suite 100, San 
 Francisco, CA 94110, United States 

 Phone:  1-650-427-9276 
 Stripe Global Privacy Policy 

 Google  Analy�cs  Con�nuous  United States 
 Address:  1600 Amphitheater Parkway 

 Mountain View 
 Google  Privacy Policy 

 Hotjar 
 Visitor behavior analysis (only 

 for  restricted number of 
 users for problem solving) 

 Con�nuous  Malta 

 Address:  Dragonara Business Centre 5th 
 Floor, Dragonara Road, Paceville St Julian’s 

 STJ 3141 
 Hotjar Privacy Policy 

 Customer  Supplier 
 STACKMASTERS LLC 

 Name:  Name: Thanassis Parathyras 

 Authorized Signature…………………………………..  Authorized Signature…………………………………… 
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 A�achment 4 

 STANDARD CONTRACTUAL CLAUSES 
 (based on COMMISSION IMPLEMENTING DECISION (EU) 2021/914 of 4 June 2021 on standard 

 contractual clauses for the transfer of personal data to third countries pursuant to Regula�on (EU) 
 2016/679 of the European Parliament and of the Council) 

 1.  Name of the data expor�ng 
 organiza�on: Address: 
 Tel.:  e-mail: 

 2.  …. 

 (the data 
 exporter(s)) And 

 Name of the data impor�ng organiza�on:  STACKMASTERS  LLC 

 Address:  315 Montgomery Str (9th floor),  San Francisco,  California 94104 

 Tel.: (415)-670-9475  ;  e-mail:  dpa@stackmasters.eu 

 (the data importer) 
 each a “party”; together “the par�es”, 

 HAVE  AGREED  on  the  following  Contractual  Clauses  (the  Clauses)  in  order  to  adduce  adequate 
 safeguards  with  respect  to  the  protec�on  of  privacy  and  fundamental  rights  and  freedoms  of 
 individuals  for  the  transfer  by  the  data  exporter  to  the  data  importer  of  the  personal  data  specified  in 
 Annex I. 

 SECTION I 
 Clause 1 
 Purpose and scope 
 (a)  The  purpose  of  these  standard  contractual  clauses  is  to  ensure  compliance  with  the 
 requirements  of  Regula�on  (EU)  2016/679  of  the  European  Parliament  and  of  the  Council  of  27  April 
 2016  on  the  protec�on  of  natural  persons  with  regard  to  the  processing  of  personal  data  and  on  the 
 free  movement  of  such  data  (General  Data  Protec�on  Regula�on)  1  for  the  transfer  of  personal  data  to 
 a third country. 
 (b)  The Par�es: 
 (i)  the  natural  or  legal  person(s),  public  authority/ies,  agency/ies  or  other  body/ies  (hereina�er 
 ‘en�ty/ies’) transferring the personal data, as listed in Annex I.A (hereina�er each ‘data exporter’), and 
 (ii)  the  en�ty/ies  in  a  third  country  receiving  the  personal  data  from  the  data  exporter,  directly  or 
 indirectly  via  another  en�ty  also  Party  to  these  Clauses,  as  listed  in  Annex  I.A  (hereina�er  each  ‘data 
 importer’) 
 have agreed to these standard contractual clauses (hereina�er: ‘Clauses’). 
 (c)  These Clauses apply with respect to the transfer of personal data as specified in Annex I.B. 
 (d)  The  Appendix  to  these  Clauses  containing  the  Annexes  referred  to  therein  forms  an  integral  part  of 

 these Clauses. 

 1  Where  the  data  exporter  is  a  processor  subject  to  Regula�on  (EU)  2016/679  ac�ng  on  behalf  of  a  Union  ins�tu�on  or  body  as  controller,  reliance  on 
 these  Clauses  when  engaging  another  processor  (sub-processing)  not  subject  to  Regula�on  (EU)  2016/679  also  ensures  compliance  with  Ar�cle  29(4) 
 of  Regula�on  (EU)  2018/1725  of  the  European  Parliament  and  of  the  Council  of  23  October  2018  on  the  protec�on  of  natural  persons  with  regard  to 
 the  processing  of  personal  data  by  the  Union  ins�tu�ons,  bodies,  offices  and  agencies  and  on  the  free  movement  of  such  data,  and  repealing 
 Regula�on  (EC)  No  45/2001  and  Decision  No  1247/2002/EC  (OJ  L  295,  21.11.2018,  p.  39),  to  the  extent  these  Clauses  and  the  data  protec�on 
 obliga�ons  as  set  out  in  the  contract  or  other  legal  act  between  the  controller  and  the  processor  pursuant  to  Ar�cle  29(3)  of  Regula�on  (EU) 
 2018/1725  are  aligned.  This  will  in  par�cular  be  the  case  where  the  controller  and  processor  rely  on  the  standard  contractual  clauses  included  in 
 Decision 2021/915. 
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 Clause 2 
 Effect and invariability of the Clauses 
 (a)  These  Clauses  set  out  appropriate  safeguards,  including  enforceable  data  subject  rights  and 
 effec�ve  legal  remedies,  pursuant  to  Ar�cle  46(1)  and  Ar�cle  46(2)(c)  of  Regula�on  (EU)  2016/679  and, 
 with  respect  to  data  transfers  from  controllers  to  processors  and/or  processors  to  processors,  standard 
 contractual  clauses  pursuant  to  Ar�cle  28(7)  of  Regula�on  (EU)  2016/679,  provided  they  are  not 
 modified,  except  to  select  the  appropriate  Module(s)  or  to  add  or  update  informa�on  in  the  Appendix. 
 This  does  not  prevent  the  Par�es  from  including  the  standard  contractual  clauses  laid  down  in  these 
 Clauses  in  a  wider  contract  and/or  to  add  other  clauses  or  addi�onal  safeguards,  provided  that  they  do 
 not  contradict,  directly  or  indirectly,  these  Clauses  or  prejudice  the  fundamental  rights  or  freedoms  of 
 data subjects. 
 (b)  These  Clauses  are  without  prejudice  to  obliga�ons  to  which  the  data  exporter  is  subject  by 
 virtue of Regula�on (EU) 2016/679. 

 Clause 3 

 Third-party beneficiaries 

 (a)  Data  subjects  may  invoke  and  enforce  these  Clauses,  as  third-party  beneficiaries,  against  the 
 data exporter and/or data importer, with the following excep�ons: 
 (i)  Clause 1, Clause 2, Clause 3, Clause 6, Clause 7; 
 (ii)  Clause 8 – Module Two: Clause 8.1(b), 8.9(a), (c), (d) and (e); 
 (iii)  Clause 9 – Module Two: Clause 9(a), (c), (d) and (e); 
 (iv)  Clause 12 –Module Two: Clause 12(a), (d) and (f); 
 (v)  Clause 13; 
 (vi)  Clause 15.1(c), (d) and (e); 
 (vii)  Clause 16(e); 
 (viii)  Clause 18 – Module Two: Clause 18(a) and (b);. 
 (b)  Paragraph (a) is without prejudice to rights of data subjects under Regula�on (EU) 2016/679. 

 Clause 4 
 Interpreta�on 
 (a)  Where  these  Clauses  use  terms  that  are  defined  in  Regula�on  (EU)  2016/679,  those  terms 
 shall have the same meaning as in that Regula�on. 
 (b)  These  Clauses  shall  be  read  and  interpreted  in  the  light  of  the  provisions  of  Regula�on  (EU) 

 2016/679. 
 (c)  These  Clauses  shall  not  be  interpreted  in  a  way  that  conflicts  with  rights  and  obliga�ons 
 provided for in Regula�on (EU) 2016/679. 

 Clause 5 
 Hierarchy 
 In the event of a contradic�on between these Clauses and the provisions of related agreements 
 between the Par�es, exis�ng at the �me these Clauses are agreed or entered into therea�er, these 
 Clauses shall prevail. 

 Clause 6 
 Descrip�on of the transfer(s) 
 The details of the transfer(s), and in par�cular the categories of personal data that are transferred and 
 the purpose(s) for which they are transferred, are specified in Annex I.B. 

 Clause 7 – Op�onal 
 Docking clause 
 (a)  An  en�ty  that  is  not  a  Party  to  these  Clauses  may,  with  the  agreement  of  the  Par�es,  accede 
 to  these  Clauses  at  any  �me,  either  as  a  data  exporter  or  as  a  data  importer,  by  comple�ng  the 
 Appendix and signing Annex I.A. 
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 (b)  Once  it  has  completed  the  Appendix  and  signed  Annex  I.A,  the  acceding  en�ty  shall  become 
 a  Party  to  these  Clauses  and  have  the  rights  and  obliga�ons  of  a  data  exporter  or  data  importer  in 
 accordance with its designa�on in Annex I.A. 
 (c)  The  acceding  en�ty  shall  have  no  rights  or  obliga�ons  arising  under  these  Clauses  from 
 the period prior to becoming a Party. 

 SECTION II – OBLIGATIONS OF THE PARTIES 
 Clause 8 
 Data protec�on safeguards 
 The  data  exporter  warrants  that  it  has  used  reasonable  efforts  to  determine  that  the  data  importer  is 
 able,  through  the  implementa�on  of  appropriate  technical  and  organiza�onal  measures,  to  sa�sfy  its 
 obliga�ons under these Clauses. 
 8.1 Instruc�ons 
 (a)  The  data  importer  shall  process  the  personal  data  only  on  documented  instruc�ons  from  the 
 data exporter. The data exporter may give such instruc�ons throughout the dura�on of the contract. 
 (b)  The  data  importer  shall  immediately  inform  the  data  exporter  if  it  is  unable  to  follow  those 

 instruc�ons. 
 8.2  Purpose limita�on 
 The  data  importer  shall  process  the  personal  data  only  for  the  specific  purpose(s)  of  the  transfer,  as  set 
 out in Annex I.B, unless on further instruc�ons from the data exporter. 
 8.3  Transparency 
 On  request,  the  data  exporter  shall  make  a  copy  of  these  Clauses,  including  the  Appendix  as  completed 
 by  the  Par�es,  available  to  the  data  subject  free  of  charge.  To  the  extent  necessary  to  protect  business 
 secrets  or  other  confiden�al  informa�on,  including  the  measures  described  in  Annex  II  and  personal 
 data,  the  data  exporter  may  redact  part  of  the  text  of  the  Appendix  to  these  Clauses  prior  to  sharing  a 
 copy,  but  shall  provide  a  meaningful  summary  where  the  data  subject  would  otherwise  not  be  able  to 
 understand  its  content  or  exercise  his/her  rights.  On  request,  the  Par�es  shall  provide  the  data  subject 
 with  the  reasons  for  the  redac�ons,  to  the  extent  possible  without  revealing  the  redacted  informa�on. 
 This  Clause  is  without  prejudice  to  the  obliga�ons  of  the  data  exporter  under  Ar�cles  13  and  14  of 
 Regula�on (EU) 2016/679. 
 8.4  Accuracy 
 If  the  data  importer  becomes  aware  that  the  personal  data  it  has  received  is  inaccurate,  or  has  become 
 outdated,  it  shall  inform  the  data  exporter  without  undue  delay.  In  this  case,  the  data  importer  shall 
 cooperate with the data exporter to erase or rec�fy the data. 

 8.5  Dura�on of processing and erasure or return of data 
 Processing  by  the  data  importer  shall  only  take  place  for  the  dura�on  specified  in  Annex  I.B.  A�er  the 
 end  of  the  provision  of  the  processing  services,  the  data  importer  shall,  at  the  choice  of  the  data 
 exporter,  delete  all  personal  data  processed  on  behalf  of  the  data  exporter  and  cer�fy  to  the  data 
 exporter  that  it  has  done  so,  or  return  to  the  data  exporter  all  personal  data  processed  on  its  behalf 
 and  delete  exis�ng  copies.  Un�l  the  data  is  deleted  or  returned,  the  data  importer  shall  con�nue  to 
 ensure  compliance  with  these  Clauses.  In  case  of  local  laws  applicable  to  the  data  importer  that 
 prohibit  return  or  dele�on  of  the  personal  data,  the  data  importer  warrants  that  it  will  con�nue  to 
 ensure  compliance  with  these  Clauses  and  will  only  process  it  to  the  extent  and  for  as  long  as  required 
 under  that  local  law.  This  is  without  prejudice  to  Clause  14,  in  par�cular  the  requirement  for  the  data 
 importer  under  Clause  14(e)  to  no�fy  the  data  exporter  throughout  the  dura�on  of  the  contract  if  it 
 has  reason  to  believe  that  it  is  or  has  become  subject  to  laws  or  prac�ces  not  in  line  with  the 
 requirements under Clause 14(a). 
 8.6  Security of processing 
 (a)  The  data  importer  and,  during  transmission,  also  the  data  exporter  shall  implement 
 appropriate  technical  and  organisa�onal  measures  to  ensure  the  security  of  the  data,  including 
 protec�on  against  a  breach  of  security  leading  to  accidental  or  unlawful  destruc�on,  loss,  altera�on, 
 unauthorised  disclosure  or  access  to  that  data  (hereina�er  ‘personal  data  breach’).  In  assessing  the 
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 appropriate  level  of  security,  the  Par�es  shall  take  due  account  of  the  state  of  the  art,  the  costs  of 
 implementa�on,  the  nature,  scope,  context  and  purpose(s)  of  processing  and  the  risks  involved  in  the 
 processing  for  the  data  subjects.  The  Par�es  shall  in  par�cular  consider  having  recourse  to  encryp�on 
 or  pseudonymisa�on,  including  during  transmission,  where  the  purpose  of  processing  can  be  fulfilled 
 in  that  manner.  In  case  of  pseudonymisa�on,  the  addi�onal  informa�on  for  a�ribu�ng  the  personal 
 data  to  a  specific  data  subject  shall,  where  possible,  remain  under  the  exclusive  control  of  the  data 
 exporter.  In  complying  with  its  obliga�ons  under  this  paragraph,  the  data  importer  shall  at  least 
 implement the technical and organisa�onal measures specified in Annex 
 II.  The  data  importer  shall  carry  out  regular  checks  to  ensure  that  these  measures  con�nue  to  provide 
 an appropriate level of security. 
 (b)  The  data  importer  shall  grant  access  to  the  personal  data  to  members  of  its  personnel  only  to 
 the  extent  strictly  necessary  for  the  implementa�on,  management  and  monitoring  of  the  contract.  It 
 shall  ensure  that  persons  authorised  to  process  the  personal  data  have  commi�ed  themselves  to 
 confiden�ality or are under an appropriate statutory obliga�on of confiden�ality. 
 (c)  In  the  event  of  a  personal  data  breach  concerning  personal  data  processed  by  the  data 
 importer  under  these  Clauses,  the  data  importer  shall  take  appropriate  measures  to  address  the 
 breach,  including  measures  to  mi�gate  its  adverse  effects.  The  data  importer  shall  also  no�fy  the  data 
 exporter  without  undue  delay  a�er  having  become  aware  of  the  breach.  Such  no�fica�on  shall  contain 
 the  details  of  a  contact  point  where  more  informa�on  can  be  obtained,  a  descrip�on  of  the  nature  of 
 the  breach  (including,  where  possible,  categories  and  approximate  number  of  data  subjects  and 
 personal  data  records  concerned),  its  likely  consequences  and  the  measures  taken  or  proposed  to 
 address  the  breach  including,  where  appropriate,  measures  to  mi�gate  its  possible  adverse  effects. 
 Where,  and  in  so  far  as,  it  is  not  possible  to  provide  all  informa�on  at  the  same  �me,  the  ini�al 
 no�fica�on  shall  contain  the  informa�on  then  available  and  further  informa�on  shall,  as  it  becomes 
 available, subsequently be provided without undue delay. 
 (d)  The  data  importer  shall  cooperate  with  and  assist  the  data  exporter  to  enable  the  data 
 exporter  to  comply  with  its  obliga�ons  under  Regula�on  (EU)  2016/679,  in  par�cular  to  no�fy  the 
 competent  supervisory  authority  and  the  affected  data  subjects,  taking  into  account  the  nature  of 
 processing and the informa�on available to the data importer. 
 8.7  Sensi�ve data 
 Where  the  transfer  involves  personal  data  revealing  racial  or  ethnic  origin,  poli�cal  opinions,  religious 
 or  philosophical  beliefs,  or  trade  union  membership,  gene�c  data,  or  bio-metric  data  for  the  purpose 
 of  uniquely  iden�fying  a  natural  person,  data  concerning  health  or  a  person’s  sex  life  or  sexual 
 orienta�on,  or  data  rela�ng  to  criminal  convic�ons  and  offenses  (hereina�er  ‘sensi�ve  data’),  the  data 
 importer shall apply the specific restric�ons and/or addi�onal safeguards described in Annex I.B. 
 8.8  Onward transfers 
 The  data  importer  shall  only  disclose  the  personal  data  to  a  third  party  on  documented  instruc�ons 
 from  the  data  exporter.  In  addi�on,  the  data  may  only  be  disclosed  to  a  third  party  located  outside  the 
 European  Union  2  (in  the  same  country  as  the  data  importer  or  in  another  third  country,  hereina�er 
 ‘onward  transfer’)  if  the  third  party  is  or  agrees  to  be  bound  by  these  Clauses,  under  the  appropriate 
 Module, or if: 
 (i)  the  onward  transfer  is  to  a  country  benefi�ng  from  an  adequacy  decision  pursuant  to  Ar�cle 
 45 of Regula�on (EU) 2016/679 that covers the onward transfer; 
 (ii)  the  third  party  otherwise  ensures  appropriate  safeguards  pursuant  to  Ar�cles  46  or  47 
 Regula�on of (EU) 2016/679 with respect to the processing in ques�on; 

 2  The  Agreement  on  the  European  Economic  Area  (EEA  Agreement)  provides  for  the  extension  of  the  European  Union’s  internal  market  to  the  three 
 EEA  States  Iceland,  Liechtenstein  and  Norway.  The  Union  data  protec�on  legisla�on,  including  Regula�on  (EU)  2016/679,  is  covered  by  the  EEA 
 Agreement  and  has  been  incorporated  into  Annex  XI  thereto.  Therefore,  any  disclosure  by  the  data  importer  to  a  third  party  located  in  the  EEA  does 
 not qualify as an onward transfer for the purpose of these Clauses. 
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 (iii)  the  onward  transfer  is  necessary  for  the  establishment,  exercise  or  defence  of  legal  claims  in 
 the context of specific administra�ve, regulatory or judicial proceedings; or 

 (iv)  the  onward  transfer  is  necessary  in  order  to  protect  the  vital  interests  of  the  data  subject  or  of 
 another natural person. 
 Any onward transfer is subject to compliance by the data importer with all the other safeguards under 
 these Clauses, in par�cular purpose limita�on. 
 8.9  Documenta�on and compliance 
 (a)  The  data  importer  shall  promptly  and  adequately  deal  with  enquiries  from  the  data  exporter 
 that relate to the processing under these Clauses. 
 (b)  The  Par�es  shall  be  able  to  demonstrate  compliance  with  these  Clauses.  In  par�cular,  the  data 
 importer  shall  keep  appropriate  documenta�on  on  the  processing  ac�vi�es  carried  out  on  behalf  of 
 the data exporter. 
 (c)  The  data  importer  shall  make  available  to  the  data  exporter  all  informa�on  necessary  to 
 demonstrate  compliance  with  the  obliga�ons  set  out  in  these  Clauses  and  at  the  data  exporter’s 
 request,  allow  for  and  contribute  to  audits  of  the  processing  ac�vi�es  covered  by  these  Clauses,  at 
 reasonable  intervals  or  if  there  are  indica�ons  of  non-  compliance.  In  deciding  on  a  review  or  audit,  the 
 data exporter may take into account relevant cer�fica�ons held by the data importer. 
 (d)  The  data  exporter  may  choose  to  conduct  the  audit  by  itself  or  mandate  an  independent 
 auditor.  Audits  may  include  inspec�ons  at  the  premises  or  physical  facili�es  of  the  data  importer  and 
 shall, where appropriate, be carried out with reasonable no�ce. 
 (e)  The  Par�es  shall  make  the  informa�on  referred  to  in  paragraphs  (b)  and  (c),  including  the 
 results of any audits, available to the competent supervisory authority on request. 

 Clause 9 
 Use of sub-processors 
 (a)  GENERAL  WRITTEN  AUTHORISATION  The  data  importer  has  the  data  exporter’s  general 
 authorisa�on  for  the  engagement  of  sub-processor(s)  from  an  agreed  list.  The  data  importer  shall 
 specifically  inform  the  data  exporter  in  wri�ng  of  any  intended  changes  to  that  list  through  the 
 addi�on  or  replacement  of  sub-processors  at  least  10  (ten)  business  days  in  advance,  thereby  giving 
 the  data  exporter  sufficient  �me  to  be  able  to  object  to  such  changes  prior  to  the  engagement  of  the 
 sub-processor(s).  The  data  importer  shall  provide  the  data  exporter  with  the  informa�on  necessary  to 
 enable the data exporter to exercise its right to object. 
 (b)  Where  the  data  importer  engages  a  sub-processor  to  carry  out  specific  processing  ac�vi�es 
 (on  behalf  of  the  data  exporter),  it  shall  do  so  by  way  of  a  wri�en  contract  that  provides  for,  in 
 substance,  the  same  data  protec�on  obliga�ons  as  those  binding  the  data  importer  under  these 

 Clauses,  including  in  terms  of  third-party  beneficiary  rights  for  data  subjects.  3  The  Par�es  agree  that, 
 by  complying  with  this  Clause,  the  data  importer  fulfills  its  obliga�ons  under  Clause  8.8.  The  data 
 importer  shall  ensure  that  the  sub-processor  complies  with  the  obliga�ons  to  which  the  data  importer 
 is subject pursuant to these Clauses. 
 (c)  The  data  importer  shall  provide,  at  the  data  exporter’s  request,  a  copy  of  such  a  sub-processor 
 agreement  and  any  subsequent  amendments  to  the  data  exporter.  To  the  extent  necessary  to  protect 
 business  secrets  or  other  confiden�al  informa�on,  including  personal  data,  the  data  importer  may 
 redact the text of the agreement prior to sharing a copy. 
 (d)  The  data  importer  shall  remain  fully  responsible  to  the  data  exporter  for  the  performance  of 
 the  sub-processor’s  obliga�ons  under  its  contract  with  the  data  importer.  The  data  importer  shall 
 no�fy the data exporter of any failure by the sub-processor to fulfill its obliga�ons under that contract. 
 (e)  The  data  importer  shall  agree  a  third-party  beneficiary  clause  with  the  sub-processor  whereby 

 3  This requirement may be sa�sfied by the sub-processor acceding to these Clauses under the appropriate Module, in accordance with Clause 7. 
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 –  in  the  event  the  data  importer  has  factually  disappeared,  ceased  to  exist  in  law  or  has  become 
 insolvent  –  the  data  exporter  shall  have  the  right  to  terminate  the  sub-processor  contract  and  to 
 instruct the sub-processor to erase or return the personal data. 

 Clause 10 
 Data subject rights 
 (a)  The  data  importer  shall  promptly  no�fy  the  data  exporter  of  any  request  it  has  received  from  a 
 data  subject.  It  shall  not  respond  to  that  request  itself  unless  it  has  been  authorized  to  do  so  by  the 
 data exporter. 
 (b)  The  data  importer  shall  assist  the  data  exporter  in  fulfilling  its  obliga�ons  to  respond  to  data 
 subjects’  requests  for  the  exercise  of  their  rights  under  Regula�on  (EU)  2016/679.  In  this  regard,  the 
 Par�es  shall  set  out  in  Annex  II  the  appropriate  technical  and  organiza�onal  measures,  taking  into 
 account  the  nature  of  the  processing,  by  which  the  assistance  shall  be  provided,  as  well  as  the  scope 
 and the extent of the assistance required. 
 (c)  In  fulfilling  its  obliga�ons  under  paragraphs  (a)  and  (b),  the  data  importer  shall  comply  with 
 the instruc�ons from the data exporter. 

 Clause 11 
 Redress 

 (a)  The  data  importer  shall  inform  data  subjects  in  a  transparent  and  easily  accessible  format, 
 through  individual  no�ce  or  on  its  website,  of  a  contact  point  authorised  to  handle  complaints.  It  shall 
 deal  promptly  with  any  complaints  it  receives  from  a  data  subject.  In  case  of  a  dispute  between  a  data 
 subject  and  one  of  the  Par�es  as  regards  compliance  with  these  Clauses,  that  Party  shall  use  its  best 
 efforts  to  resolve  the  issue  amicably  in  a  �mely  fashion.  The  Par�es  shall  keep  each  other  informed 
 about such disputes and, where appropriate, cooperate in resolving them. 
 (b)  Where  the  data  subject  invokes  a  third-party  beneficiary  right  pursuant  to  Clause  3,  the  data 
 importer shall accept the decision of the data subject to: 
 (i)  lodge  a  complaint  with  the  supervisory  authority  in  the  Member  State  of  his/her  habitual 
 residence or place of work, or the competent supervisory authority pursuant to Clause 13; 
 (ii)  refer the dispute to the competent courts within the meaning of Clause 18. 
 (c)  The  Par�es  accept  that  the  data  subject  may  be  represented  by  a  not-for-profit  body, 
 organiza�on or associa�on under the condi�ons set out in Ar�cle 80(1) of Regula�on (EU) 2016/679. 
 (d)  The  data  importer  shall  abide  by  a  decision  that  is  binding  under  the  applicable  EU  or  Member  State 

 law. 
 (e)  The  data  importer  agrees  that  the  choice  made  by  the  data  subject  will  not  prejudice  his/her 
 substan�ve and procedural rights to seek remedies in accordance with applicable laws. 

 Clause 12 
 Liability 
 (a)  Each  Party  shall  be  liable  to  the  other  Party/ies  for  any  damages  it  causes  the  other  Party/ies 
 by any breach of these Clauses. 
 (b)  The  data  importer  shall  be  liable  to  the  data  subject,  and  the  data  subject  shall  be  en�tled  to 
 receive  compensa�on,  for  any  material  or  non-material  damages  the  data  importer  or  its 
 sub-processor  causes  the  data  subject  by  breaching  the  third-party  beneficiary  rights  under  these 
 Clauses. 
 (c)  Notwithstanding  paragraph  (b),  the  data  exporter  shall  be  liable  to  the  data  subject,  and  the 
 data  subject  shall  be  en�tled  to  receive  compensa�on,  for  any  material  or  non-material  damages  the 
 data  exporter  or  the  data  importer  (or  its  sub-processor)  causes  the  data  subject  by  breaching  the 
 third-party  beneficiary  rights  under  these  Clauses.  This  is  without  prejudice  to  the  liability  of  the  data 
 exporter  and,  where  the  data  exporter  is  a  processor  ac�ng  on  behalf  of  a  controller,  to  the  liability  of 
 the controller under Regula�on (EU) 2016/679 or Regula�on (EU) 2018/1725, as applicable. 
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 (d)  The  Par�es  agree  that  if  the  data  exporter  is  held  liable  under  paragraph  (c)  for  damages 
 caused  by  the  data  importer  (or  its  sub-processor),  it  shall  be  en�tled  to  claim  back  from  the  data 
 importer  that  part  of  the  compensa�on  corresponding  to  the  data  importer’s  responsibility  for  the 
 damage. 
 (e)  Where  more  than  one  Party  is  responsible  for  any  damage  caused  to  the  data  subject  as  a 
 result  of  a  breach  of  these  Clauses,  all  responsible  Par�es  shall  be  jointly  and  severally  liable  and  the 
 data subject is en�tled to bring an ac�on in court against any of these Par�es. 
 (f)  The  Par�es  agree  that  if  one  Party  is  held  liable  under  paragraph  (e),  it  shall  be  en�tled  to 
 claim  back  from  the  other  Party/ies  that  part  of  the  compensa�on  corresponding  to  its/their 
 responsibility for the damage. 
 (g)  The data importer may not invoke the conduct of a sub-processor to avoid its own liability. 

 Clause 13 
 Supervision 
 (a)  [Where  the  data  exporter  is  established  in  an  EU  Member  State:]  The  supervisory  authority 
 with  responsibility  for  ensuring  compliance  by  the  data  exporter  with  Regula�on  (EU)  2016/679  as 
 regards the data transfer, as indicated in Annex I.C, shall act as competent supervisory authority. 
 [Where  the  data  exporter  is  not  established  in  an  EU  Member  State,  but  falls  within  the  territorial 
 scope  of  applica�on  of  Regula�on  (EU)  2016/679  in  accordance  with  its  Ar�cle  3(2)  and  has  appointed 
 a  representa�ve  pursuant  to  Ar�cle  27(1)  of  Regula�on  (EU)  2016/679:]  The  supervisory  authority  of 
 the  Member  State  in  which  the  representa�ve  within  the  meaning  of  Ar�cle  27(1)  of  Regula�on  (EU) 
 2016/679 is established, as indicated in Annex I.C, shall act as competent supervisory authority. 
 [Where  the  data  exporter  is  not  established  in  an  EU  Member  State,  but  falls  within  the  territorial 
 scope  of  applica�on  of  Regula�on  (EU)  2016/679  in  accordance  with  its  Ar�cle  3(2)  without  however 
 having  to  appoint  a  representa�ve  pursuant  to  Ar�cle  27(2)  of  Regula�on  (EU)  2016/679:]  The 
 supervisory  authority  of  one  of  the  Member  States  in  which  the  data  subjects  whose  personal  data  is 
 transferred  under  these  Clauses  in  rela�on  to  the  offering  of  goods  or  services  to  them,  or  whose 
 behaviour  is  monitored,  are  located,  as  indicated  in  Annex  I.C,  shall  act  as  competent  supervisory 
 authority. 
 (b)  The  data  importer  agrees  to  submit  itself  to  the  jurisdic�on  of  and  cooperate  with  the 
 competent  supervisory  authority  in  any  procedures  aimed  at  ensuring  compliance  with  these  Clauses. 
 In  par�cular,  the  data  importer  agrees  to  respond  to  enquiries,  submit  to  audits  and  comply  with  the 
 measures  adopted  by  the  supervisory  authority,  including  remedial  and  compensatory  measures.  It 
 shall  provide  the  supervisory  authority  with  wri�en  confirma�on  that  the  necessary  ac�ons  have  been 
 taken. 

 SECTION III – LOCAL LAWS AND OBLIGATIONS IN CASE OF ACCESS BY PUBLIC AUTHORITIES 
 Clause 14 
 Local laws and prac�ces affec�ng compliance with the Clauses 

 (a)  The  Par�es  warrant  that  they  have  no  reason  to  believe  that  the  laws  and  prac�ces  in  the  third 
 country  of  des�na�on  applicable  to  the  processing  of  the  personal  data  by  the  data  importer,  including 
 any  requirements  to  disclose  personal  data  or  measures  authorising  access  by  public  authori�es, 
 prevent  the  data  importer  from  fulfilling  its  obliga�ons  under  these  Clauses.  This  is  based  on  the 
 understanding  that  laws  and  prac�ces  that  respect  the  essence  of  the  fundamental  rights  and 
 freedoms  and  do  not  exceed  what  is  necessary  and  propor�onate  in  a  democra�c  society  to  safeguard 
 one  of  the  objec�ves  listed  in  Ar�cle  23(1)  of  Regula�on  (EU)  2016/679,  are  not  in  contradic�on  with 
 these Clauses. 
 (b)  The  Par�es  declare  that  in  providing  the  warranty  in  paragraph  (a),  they  have  taken  due 
 account in par�cular of the following elements: 
 (i)  the  specific  circumstances  of  the  transfer,  including  the  length  of  the  processing  chain,  the 
 number  of  actors  involved  and  the  transmission  channels  used;  intended  onward  transfers;  the  type  of 
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 recipient;  the  purpose  of  processing;  the  categories  and  format  of  the  transferred  personal  data;  the 
 economic sector in which the transfer occurs; the storage loca�on of the data transferred; 
 (ii)  the  laws  and  prac�ces  of  the  third  country  of  des�na�on–  including  those  requiring  the 
 disclosure  of  data  to  public  authori�es  or  authorizing  access  by  such  authori�es  –  relevant  in  light  of 
 the specific circumstances of the transfer, and the applicable limita�ons and safeguards  4  ; 
 (iii)  any  relevant  contractual,  technical  or  organiza�onal  safeguards  put  in  place  to  supplement  the 
 safeguards  under  these  Clauses,  including  measures  applied  during  transmission  and  to  the  processing 
 of the personal data in the country of des�na�on. 
 (c)  The  data  importer  warrants  that,  in  carrying  out  the  assessment  under  paragraph  (b),  it  has 
 made  its  best  efforts  to  provide  the  data  exporter  with  relevant  informa�on  and  agrees  that  it  will 
 con�nue to cooperate with the data exporter in ensuring compliance with these Clauses. 
 (d)  The  Par�es  agree  to  document  the  assessment  under  paragraph  (b)  and  make  it  available  to 
 the competent supervisory authority on request. 
 (e)  The  data  importer  agrees  to  no�fy  the  data  exporter  promptly  if,  a�er  having  agreed  to  these 
 Clauses  and  for  the  dura�on  of  the  contract,  it  has  reason  to  believe  that  it  is  or  has  become  subject  to 
 laws  or  prac�ces  not  in  line  with  the  requirements  under  paragraph  (a),  including  following  a  change  in 
 the  laws  of  the  third  country  or  a  measure  (such  as  a  disclosure  request)  indica�ng  an  applica�on  of 
 such laws in prac�ce that is not in line with the requirements in paragraph (a). 
 (f)  Following  a  no�fica�on  pursuant  to  paragraph  (e),  or  if  the  data  exporter  otherwise  has  reason 
 to  believe  that  the  data  importer  can  no  longer  fulfil  its  obliga�ons  under  these  Clauses,  the  data 
 exporter  shall  promptly  iden�fy  appropriate  measures  (e.g.  technical  or  organisa�onal  measures  to 
 ensure  security  and  confiden�ality)  to  be  adopted  by  the  data  exporter  and/or  data  importer  to 
 address  the  situa�on.  The  data  exporter  shall  suspend  the  data  transfer  if  it  considers  that  no 
 appropriate  safeguards  for  such  transfer  can  be  ensured,  or  if  instructed  by  the  competent  supervisory 
 authority  to  do  so.  In  this  case,  the  data  exporter  shall  be  en�tled  to  terminate  the  contract,  insofar  as 
 it  concerns  the  processing  of  personal  data  under  these  Clauses.  If  the  contract  involves  more  than  two 
 Par�es,  the  data  exporter  may  exercise  this  right  to  termina�on  only  with  respect  to  the  relevant  Party, 
 unless  the  Par�es  have  agreed  otherwise.  Where  the  contract  is  terminated  pursuant  to  this  Clause, 
 Clause 16(d) and (e) shall apply. 

 Clause 15 
 Obliga�ons of the data importer in case of access by public authori�es 
 15.1  No�fica�on 
 (a)  The  data  importer  agrees  to  no�fy  the  data  exporter  and,  where  possible,  the  data  subject 
 promptly (if necessary with the help of the data exporter) if it: 
 (i)  receives  a  legally  binding  request  from  a  public  authority,  including  judicial  authori�es,  under 
 the  laws  of  the  country  of  des�na�on  for  the  disclosure  of  personal  data  transferred  pursuant  to  these 
 Clauses;  such  no�fica�on  shall  include  informa�on  about  the  personal  data  requested,  the  reques�ng 
 authority, the legal basis for the request and the response provided; or 
 (ii)  becomes  aware  of  any  direct  access  by  public  authori�es  to  personal  data  transferred 
 pursuant  to  these  Clauses  in  accordance  with  the  laws  of  the  country  of  des�na�on;  such  no�fica�on 
 shall include all informa�on available to the importer. 

 4  As  regards  the  impact  of  such  laws  and  prac�ces  on  compliance  with  these  Clauses,  different  elements  may  be  considered  as  part  of  an  overall 
 assessment.  Such  elements  may  include  relevant  and  documented  prac�cal  experience  with  prior  instances  of  requests  for  disclosure  from  public 
 authori�es,  or  the  absence  of  such  requests,  covering  a  sufficiently  representa�ve  �me-frame.  This  refers  in  par�cular  to  internal  records  or  other 
 documenta�on,  drawn  up  on  a  con�nuous  basis  in  accordance  with  due  diligence  and  cer�fied  at  senior  management  level,  provided  that  this 
 informa�on  can  be  lawfully  shared  with  third  par�es.  Where  this  prac�cal  experience  is  relied  upon  to  conclude  that  the  data  importer  will  not  be 
 prevented  from  complying  with  these  Clauses,  it  needs  to  be  supported  by  other  relevant,  objec�ve  elements,  and  it  is  for  the  Par�es  to  consider 
 carefully  whether  these  elements  together  carry  sufficient  weight,  in  terms  of  their  reliability  and  representa�veness,  to  support  this  conclusion.  In 
 par�cular,  the  Par�es  have  to  take  into  account  whether  their  prac�cal  experience  is  corroborated  and  not  contradicted  by  publicly  available  or 
 otherwise  accessible,  reliable  informa�on  on  the  existence  or  absence  of  requests  within  the  same  sector  and/or  the  applica�on  of  the  law  in 
 prac�ce, such as case law and reports by independent oversight bodies. 
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 (b)  If  the  data  importer  is  prohibited  from  no�fying  the  data  exporter  and/or  the  data  subject 
 under  the  laws  of  the  country  of  des�na�on,  the  data  importer  agrees  to  use  its  best  efforts  to  obtain 
 a  waiver  of  the  prohibi�on,  with  a  view  to  communica�ng  as  much  informa�on  as  possible,  as  soon  as 
 possible.  The  data  importer  agrees  to  document  its  best  efforts  in  order  to  be  able  to  demonstrate 
 them on request of the data exporter. 

 (c)  Where  permissible  under  the  laws  of  the  country  of  des�na�on,  the  data  importer  agrees  to  provide 
 the  data  exporter,  at  regular  intervals  for  the  dura�on  of  the  contract,  with  as  much  relevant 
 informa�on  as  possible  on  the  requests  received  (in  par�cular,  number  of  requests,  type  of  data 
 requested,  reques�ng  authority/ies,  whether  requests  have  been  challenged  and  the  outcome  of  such 
 challenges, etc.). 
 (d)  The  data  importer  agrees  to  preserve  the  informa�on  pursuant  to  paragraphs  (a)  to  (c)  for  the 
 dura�on of the contract and make it available to the competent supervisory authority on request. 
 (e)  Paragraphs  (a)  to  (c)  are  without  prejudice  to  the  obliga�on  of  the  data  importer  pursuant  to 
 Clause  14(e)  and  Clause  16  to  inform  the  data  exporter  promptly  where  it  is  unable  to  comply  with 
 these Clauses. 
 15.2  Review of legality and data minimisa�on 
 (a)  The  data  importer  agrees  to  review  the  legality  of  the  request  for  disclosure,  in  par�cular 
 whether  it  remains  within  the  powers  granted  to  the  reques�ng  public  authority,  and  to  challenge  the 
 request  if,  a�er  careful  assessment,  it  concludes  that  there  are  reasonable  grounds  to  consider  that  the 
 request  is  unlawful  under  the  laws  of  the  country  of  des�na�on,  applicable  obliga�ons  under 
 interna�onal  law  and  principles  of  interna�onal  comity.  The  data  importer  shall,  under  the  same 
 condi�ons,  pursue  possibili�es  of  appeal.  When  challenging  a  request,  the  data  importer  shall  seek 
 interim  measures  with  a  view  to  suspending  the  effects  of  the  request  un�l  the  competent  judicial 
 authority  has  decided  on  its  merits.  It  shall  not  disclose  the  personal  data  requested  un�l  required  to 
 do  so  under  the  applicable  procedural  rules.  These  requirements  are  without  prejudice  to  the 
 obliga�ons of the data importer under Clause 14(e). 
 (b)  The  data  importer  agrees  to  document  its  legal  assessment  and  any  challenge  to  the  request 
 for  disclosure  and,  to  the  extent  permissible  under  the  laws  of  the  country  of  des�na�on,  make  the 
 documenta�on  available  to  the  data  exporter.  It  shall  also  make  it  available  to  the  competent 
 supervisory authority on request. 
 (c)  The  data  importer  agrees  to  provide  the  minimum  amount  of  informa�on  permissible  when 
 responding to a request for disclosure, based on a reasonable interpreta�on of the request. 

 SECTION IV – FINAL PROVISIONS 
 Clause 16 
 Non-compliance with the Clauses and termina�on 
 (a)  The  data  importer  shall  promptly  inform  the  data  exporter  if  it  is  unable  to  comply  with  these 
 Clauses, for whatever  reason. 
 (b)  In  the  event  that  the  data  importer  is  in  breach  of  these  Clauses  or  unable  to  comply  with 
 these  Clauses,  the  data  exporter  shall  suspend  the  transfer  of  personal  data  to  the  data  importer  un�l 
 compliance is again ensured or the contract is terminated. This is without prejudice to Clause 14(f). 
 (c)  The  data  exporter  shall  be  en�tled  to  terminate  the  contract,  insofar  as  it  concerns  the 
 processing of personal data under these Clauses, where: 
 (i)  the  data  exporter  has  suspended  the  transfer  of  personal  data  to  the  data  importer  pursuant 
 to  paragraph  (b)  and  compliance  with  these  Clauses  is  not  restored  within  a  reasonable  �me  and  in 
 any event within one month of suspension; 
 (ii)  the data importer is in substan�al or persistent breach of these Clauses; or 
 (iii)  the  data  importer  fails  to  comply  with  a  binding  decision  of  a  competent  court  or  supervisory 
 authority regarding its obliga�ons under these Clauses. 
 In  these  cases,  it  shall  inform  the  competent  supervisory  authority  of  such  non-compliance.  Where  the 
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 contract  involves  more  than  two  Par�es,  the  data  exporter  may  exercise  this  right  to  termina�on  only 
 with respect to the relevant Party, unless the Par�es have agreed otherwise. 
 (d)  Personal  data  that  has  been  transferred  prior  to  the  termina�on  of  the  contract  pursuant  to 
 paragraph  (c)  shall  at  the  choice  of  the  data  exporter  immediately  be  returned  to  the  data  exporter  or 
 deleted  in  its  en�rety.  The  same  shall  apply  to  any  copies  of  the  data.  The  data  importer  shall  cer�fy 
 the  dele�on  of  the  data  to  the  data  exporter.  Un�l  the  data  is  deleted  or  returned,  the  data  importer 
 shall  con�nue  to  ensure  compliance  with  these  Clauses.  In  case  of  local  laws  applicable  to  the  data 
 importer  that  prohibit  the  return  or  dele�on  of  the  transferred  personal  data,  the  data  importer 
 warrants  that  it  will  con�nue  to  ensure  compliance  with  these  Clauses  and  will  only  process  the  data  to 
 the extent and for as long as required under that local law. 
 (e)  Either  Party  may  revoke  its  agreement  to  be  bound  by  these  Clauses  where  (i)  the  European 
 Commission  adopts  a  decision  pursuant  to  Ar�cle  45(3)  of  Regula�on  (EU)  2016/679  that  covers  the 
 transfer  of  personal  data  to  which  these  Clauses  apply;  or  (ii)  Regula�on  (EU)  2016/679  becomes  part 
 of  the  legal  framework  of  the  country  to  which  the  personal  data  is  transferred.  This  is  without 
 prejudice to other obliga�ons applying to the processing in ques�on under Regula�on (EU) 2016/679. 

 Clause 17 
 Governing law 
 These  Clauses  shall  be  governed  by  the  law  of  the  EU  Member  State  in  which  the  data  exporter  is 
 established.  Where  such  law  does  not  allow  for  third-party  beneficiary  rights,  they  shall  be  governed 
 by  the  law  of  another  EU  Member  State  that  does  allow  for  third-party  beneficiary  rights.  The  Par�es 
 agree that this shall be the law of  Greece  . 

 Clause 18 
 Choice of forum and jurisdic�on 

 (a) Any dispute arising from these Clauses shall be resolved by the courts of an EU 
 Member State. 

 (b)The Par�es agree that those shall be the courts of  the data exporter  . 
 (c)  A  data  subject  may  also  bring  legal  proceedings  against  the  data  exporter  and/or  data 
 importer before the courts of the Member State in which he/she has his/her habitual residence. 
 (d)  The Par�es agree to submit themselves to the jurisdic�on of such courts. 

 On behalf of the data exporter(s) 
 Name (wri�en out in full): 

 Title: 

 Date: 

 Authorized Signature: 

 On behalf of the data importer: STACKMASTERS LLC 
 Name (wri�en out in full): Thanassis Parathyras 

 Title: CEO 

 Date: February 21, 2024 

 Authorized Signature: 
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 APPENDIX 
 EXPLANATORY NOTE: 
 It  must  be  possible  to  clearly  dis�nguish  the  informa�on  applicable  to  each  transfer  or  category  of 
 transfers  and,  in  this  regard,  to  determine  the  respec�ve  role(s)  of  the  Par�es  as  data  exporter(s) 
 and/or  data  importer(s).  This  does  not  necessarily  require  comple�ng  and  signing  separate  appendices 
 for  each  transfer/category  of  transfers  and/or  contractual  rela�onship,  where  this  transparency  can  be 
 achieved  through  one  appendix.  However,  where  necessary  to  ensure  sufficient  clarity,  separate 
 appendices should be used. 

 ANNEX I 
 A.  LIST OF PARTIES 
 Data exporter(s): [Iden�ty and contact details of the data exporter(s) and, where applicable, of its/their 
 data protec�on officer and/or representa�ve in the European Union] 

 1.  CUSTOMER 

 Name: … 
 Address: … 
 Contact person’s name, posi�on and contact details: … 
 Ac�vi�es relevant to the data transferred under these Clauses: … 
 Signature and date: … 
 Role (controller/processor): 
 CONTROLLER 2. 
 … 

 Data importer(s): [Iden�ty and contact details of the data importer(s), including any contact 
 person with responsibility for data protec�on] 
 1. SUPPLIER 
 Name: STACKMASTERS LLC 
 Address: 315 Montgomery Street, 9th Floor, CA 94104, San Francisco 
 Contact person’s name, posi�on and contact details: Thanassis Parathyras,CEO, 
 dpa@stackmasters.eu 
 Ac�vi�es relevant to the data transferred under these Clauses: Provision of the Services under 
 the SaaS  Agreement between Customer and Supplier. 

 Signature: 

 Date: February 21, 2024 

 Role (controller/processor): PROCESSOR 

 B.  DESCRIPTION OF TRANSFER 
 Categories of data subjects whose personal data is transferred 
 Personal  Data  processed  relates  to  the  following  categories  of  Data  Subjects:  Customer,  Authorized 
 Users  (which  may  be,  among  others,  employees,  contractors  or  business  partners  of  the  Customer), 
 other  individuals,  whose  Personal  Data  have  been  stored  in  the  Services  by  the  Customer  or  the 
 Authorized Users. 
 Categories of personal data transferred 
 •  First name 
 •  Last name 
 •  Email address 
 •  Phone number 
 •  Time zone 
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 •  Address 
 •  Company/branch name 
 •  Company posi�on 
 •  Contract data 
 •  Traffic, Logging and Bahavioural data 
 •  Any Personal Data uploaded by the Customer or the Authorized Users  in the Services 
 Sensi�ve  data  transferred  (if  applicable)  and  applied  restric�ons  or  safeguards  that  fully  take  into 
 considera�on  the  nature  of  the  data  and  the  risks  involved,  such  as  for  instance  strict  purpose 
 limita�on,  access  restric�ons  (including  access  only  for  staff  having  followed  specialised  training), 
 keeping  a  record  of  access  to  the  data,  restric�ons  for  onward  transfers  or  addi�onal  security 
 measures. 
 N/A – For the avoidance of doubt, it is clarified that Customer is not allowed to upload sensi�ve data to 
 the Services. 
 The frequency of the transfer (e.g. whether the data is transferred on a one-off or con�nuous basis). 
 Con�nuous. 
 Nature of the processing 
 Collec�on, storage, modifica�on, transmission of personal data, only in automated (not manual) form. 
 Purpose(s) of the data transfer and further processing 
 Provision of the Services under the SaaS Agreement between Customer and Supplier, and as further 
 instructed by the Customer in its use of the Services. 
 The period for which the personal data will be retained, or, if that is not possible, the criteria 
 used to determine that period 
 For the dura�on of the SaaS Agreement 
 For transfers to (sub-) processors, also specify subject ma�er, nature and dura�on of the processing 
 Same as A�achment 3 of the DPA 

 C.  COMPETENT SUPERVISORY AUTHORITY 
 Iden�fy the competent supervisory authority/ies in accordance with Clause 13 
 […] 
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 ANNEX II 
 TECHNICAL AND ORGANISATIONAL MEASURES INCLUDING TECHNICAL AND ORGANISATIONAL 
 MEASURES TO ENSURE THE SECURITY OF THE DATA 
 EXPLANATORY NOTE: 
 The  technical  and  organisa�onal  measures  must  be  described  in  specific  (and  not  generic)  terms.  See 
 also  the  general  comment  on  the  first  page  of  the  Appendix,  in  par�cular  on  the  need  to  clearly 
 indicate which measures apply to each transfer/set of transfers. 
 Descrip�on  of  the  technical  and  organisa�onal  measures  implemented  by  the  data  importer(s) 
 (including  any  relevant  cer�fica�ons)  to  ensure  an  appropriate  level  of  security,  taking  into  account  the 
 nature,  scope,  context  and  purpose  of  the  processing,  and  the  risks  for  the  rights  and  freedoms  of 
 natural persons. 

 Same as A�achment 2 of the DPA 

 ANNEX III 
 LIST OF AUTHORISED SUB-PROCESSORS 

 Same as A�achment 3 of the DPA 
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 Annex IV 
 SUPPLEMENTARY MEASURES 

 TO ENSURE COMPLIANCE WITH THE EU LEVEL OF PROTECTION OF PERSONAL DATA 

 1.  In the event the data importer receives a legally binding request for Personal Data from a 
 government authority, or a Court authority, including an authority in the US, the data importer 
 shall: 

 a)  promptly no�fy Customer, unless prohibited under applicable law; and 
 b)  to the extent the data importer is prohibited by applicable law from providing such no�ce: 

 a.  review each request on a case-by-case basis; and 
 b.  use  best  efforts  to  request  that  the  confiden�ality  requirement  be  waived  to 

 enable the data importer to no�fy Customer; and 
 c.  maintain evidence of any such a�empt to have a confiden�ality requirement waived. 

 2.  Transfers of Personal Data by the data importer to a government or Court authority, should, 
 to the extent possible, avoid being massive, dispropor�onate or indiscriminate in a manner that 
 would go beyond what is required by applicable law. 
 3.  The data importer shall regularly review its internal policies to assess the suitability of the 
 implemented supplementary measures and iden�fy and implement addi�onal or alterna�ve solu�ons, 
 if necessary, to ensure that an essen�ally equivalent level of protec�on to that guaranteed within the 
 EEA of the personal data transferred is maintained. 
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 A�achment 5 

 Interna�onal Data Transfer Addendum to the EU 

 Commission  Standard Contractual Clauses 

 This  Addendum  has  been  issued  by  the  Informa�on  Commissioner  for  Par�es  making  Restricted 
 Transfers.  The  Informa�on  Commissioner  considers  that  it  provides  Appropriate  Safeguards  for 
 Restricted Transfers when it is entered into as a legally binding contract. 

 Part 1: Tables 

 Table 1: Par�es 

 Start Date  This Addendum is effec�ve as of the date of the DPA stated above. 

 The Par�es  Exporter (who sends the 
 Restricted Transfer) 

 Importer  (who  receives 
 the Restricted Transfer) 

 Par�es’ Details  Full legal name: 

 Trading name (if 
 different): registered 
 address): 
 Official registra�on number (if any) 
 (company number or similar 
 iden�fier): 

 Company name: STACKMASTERS LLC 

 Address: 315 Montgomery 
 Street, 9th Floor, CA 94104, San 
 Francisco 

 Official  registra�on  number  (if  any) 
 (company  number  or  similar 
 iden�fier): EIN 364795062 

 Key Contact 
 Contact details including email:  Contact details including 

 Tel.:  (415)-670-9475 
 e-mail:  dpa@  stackmasters.eu 

 Signature 
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 Table 2: Selected SCCs, Modules and Selected Clauses 

 Module  Module 
 in opera�on 

 Clause  7 
 (Dockin 
 g 
 Clause) 

 Clause 
 11 (Op�on) 

 Clause 
 9a (Prior 
 Authorisa�o 
 n or 
 General 
 Authorisa�o 
 n 
 ) 

 Clause 
 9a (Time 
 period) 

 Is  personal  data 
 received  from  the 
 Importer  combined 
 with  personal  data 
 collected  by  the 
 Exporter? 

 1 

 2  X  X  x  x 

 3 

 4 

 Table 3: Appendix Informa�on 

 “  Appendix Informa�on  ” means the informa�on which  must be provided for the selected modules as 
 set out in the Appendix of the Approved EU SCCs (other than the Par�es), and which for this Addendum 
 is set out in: 

 Annex 1A: List of Par�es: As iden�fied in A�achment 4 of the DPA (EU SCCs). 

 Annex 1B: Descrip�on of Transfer: Set forth in Annex 1B A�achment 4 of the DPA (EU SCCs). 

 Annex II: Technical and organiza�onal measures including technical and organiza�onal measures 
 to ensure the security of the data: Set forth in Annex II A�achment 4 of the DPA (EU SCCs). 

 Annex III: List of Sub processors (Modules 2 and 3 only): Set forth in Annex III A�achment 4 of 
 the DPA (EU SCCs) 

 30 

DocuSign Envelope ID: 7E400F0A-000A-4814-995C-D1A32AE38EA0



 Table 4: Ending this Addendum when the Approved Addendum Changes 

 Part 2: Mandatory Clauses 

 Entering into this Addendum 

 Each  Party  agrees  to  be  bound  by  the  terms  and  condi�ons  set  out  in  this  Addendum,  in  exchange  for 
 the other Party also agreeing to be bound by this Addendum. 

 Although  Annex  1A  and  Clause  7  of  the  Approved  EU  SCCs  require  signature  by  the  Par�es,  for  the 
 purpose  of  making  Restricted  Transfers,  the  Par�es  may  enter  into  this  Addendum  in  any  way  that 
 makes  them  legally  binding  on  the  Par�es  and  allows  data  subjects  to  enforce  their  rights  as  set  out  in 
 this  Addendum.  Entering  into  this  Addendum  will  have  the  same  effect  as  signing  the  Approved  EU 
 SCCs and any part of the Approved EU SCCs. 

 Interpreta�on of this Addendum 

 Where  this  Addendum  uses  terms  that  are  defined  in  the  Approved  EU  SCCs  those  terms  shall  have  the 
 same  meaning  as  in  the  Approved  EU  SCCs.  In  addi�on,  the  following  terms  have  the  following 
 meanings: 

 Addendum  This Interna�onal Data Transfer Addendum which is made up of this 
 Addendum incorpora�ng the Addendum EU SCCs. 

 Addendum  EU 
 SCCs 

 The version(s) of the Approved EU SCCs which this Addendum is 
 appended to, as set out in Table 2, including the Appendix Informa�on. 

 Appendix 
 Informa�on  As set out in Table 3. 

 Appropriate 
 Safeguards 

 The  standard  of  protec�on  over  the  personal  data  and  of  data 
 subjects’  rights,  which  is  required  by  UK  Data  Protec�on  Laws  when 
 you  are  making  a  Restricted  Transfer  relying  on  standard  data 
 protec�on clauses under Ar�cle 46(2)(d) UK 
 GDPR. 

 Approved 
 Addendum 

 The template Addendum issued by the ICO and laid before Parliament 
 in accordance with s119A of the Data Protec�on Act 2018 on 28 
 January 2022, as 
 it is revised under Sec�on 18. 

 Approved EU SCCs 
 The Standard Contractual Clauses set out in the Annex of Commission 
 Implemen�ng Decision (EU) 2021/914 of 4 June 2021. 

 ICO  The Informa�on Commissioner. 
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 Restricted Transfer  A transfer which is covered by Chapter V of the UK GDPR. 

 UK  The United Kingdom of Great Britain and Northern Ireland 

 UK Data Protec�on 
 Laws 

 All laws rela�ng to data protec�on, the processing of personal data, 
 privacy 
 and/or electronic communica�ons in force from �me to �me in the UK, 
 including the UK GDPR and the Data Protec�on Act 2018. 

 UK GDPR  As defined in sec�on 3 of the Data Protec�on Act 2018. 

 4.  This Addendum must always be interpreted in a manner that is consistent with UK Data 
 Protec�on Laws and so that it fulfils the Par�es’ obliga�on to provide the Appropriate Safeguards. 

 5.  If  the  provisions  included  in  the  Addendum  EU  SCCs  amend  the  Approved  SCCs  in  any 
 way  which  is  not  permi�ed  under  the  Approved  EU  SCCs  or  the  Approved  Addendum,  such 
 amendment(s)  will  not  be  incorporated  in  this  Addendum  and  the  equivalent  provision  of  the 
 Approved EU SCCs will take their place. 
 6.  If  there  is  any  inconsistency  or  conflict  between  UK  Data  Protec�on  Laws  and  this 
 Addendum, UK Data Protec�on Laws applies. 
 7.  If  the  meaning  of  this  Addendum  is  unclear  or  there  is  more  than  one  meaning,  the 
 meaning which most closely aligns with UK Data Protec�on Laws applies. 
 8.  Any  references  to  legisla�on  (or  specific  provisions  of  legisla�on)  means  that  legisla�on 
 (or  specific  provision)  as  it  may  change  over  �me.  This  includes  where  that  legisla�on  (or  specific 
 provision)  has  been  consolidated,  re-enacted  and/or  replaced  a�er  this  Addendum  has  been 
 entered into. 

 Hierarchy 

 9.  Although  Clause  5  of  the  Approved  EU  SCCs  sets  out  that  the  Approved  EU  SCCs  prevail 
 over  all  related  agreements  between  the  par�es,  the  par�es  agree  that,  for  Restricted  Transfers, 
 the hierarchy in Sec�on 10 will prevail. 
 10.  Where  there  is  any  inconsistency  or  conflict  between  the  Approved  Addendum  and  the 
 Addendum  EU  SCCs  (as  applicable),  the  Approved  Addendum  overrides  the  Addendum  EU  SCCs, 
 except  where  (and  in  so  far  as)  the  inconsistent  or  conflic�ng  terms  of  the  Addendum  EU  SCCs 
 provides  greater  protec�on  for  data  subjects,  in  which  case  those  terms  will  override  the 
 Approved Addendum. 
 11.  Where  this  Addendum  incorporates  Addendum  EU  SCCs  which  have  been  entered  into  to 
 protect  transfers  subject  to  the  General  Data  Protec�on  Regula�on  (EU)  2016/679  then  the 
 Par�es acknowledge that nothing in this Addendum impacts those Addendum EU SCCs. 

 Incorpora�on of and changes to the EU SCCs 

 12.  This  Addendum  incorporates  the  Addendum  EU  SCCs  which  are  amended  to  the  extent 
 necessary so that: 

 a.  together  they  operate  for  data  transfers  made  by  the  data  exporter  to  the  data  importer, 
 to  the  extent  that  UK  Data  Protec�on  Laws  apply  to  the  data  exporter’s  processing  when  making 
 that data transfer, and they provide Appropriate Safeguards for those data transfers; 
 b.  Sec�ons 9 to 11 override Clause 5 (Hierarchy) of the Addendum EU SCCs; and 
 c.  this  Addendum  (including  the  Addendum  EU  SCCs  incorporated  into  it)  is  (1)  governed  by 
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 the  laws  of  England  and  Wales  and  (2)  any  dispute  arising  from  it  is  resolved  by  the  courts  of 
 England  and  Wales,  in  each  case  unless  the  laws  and/or  courts  of  Scotland  or  Northern  Ireland 
 have been expressly selected by the Par�es. 
 13.  Unless  the  Par�es  have  agreed  alterna�ve  amendments  which  meet  the  requirements  of 
 Sec�on 12, the provisions of Sec�on 15 will apply. 
 14.  No  amendments  to  the  Approved  EU  SCCs  other  than  to  meet  the  requirements  of 
 Sec�on 12 may be made. 
 15.  The following amendments to the Addendum EU SCCs (for the purpose of Sec�on 12) are made: 
 a.  References to the “Clauses” means this Addendum, incorpora�ng the Addendum EU SCCs; 
 b.  In Clause 2, delete the words: 
 “and, with respect to data transfers from controllers to processors and/or processors to processors, 
 standard contractual clauses pursuant to Ar�cle 28(7) of Regula�on (EU) 2016/679”; 

 c.  Clause 6 (Descrip�on of the transfer(s)) is replaced with: 
 “The  details  of  the  transfers(s)  and  in  par�cular  the  categories  of  personal  data  that  are 
 transferred  and  the  purpose(s)  for  which  they  are  transferred)  are  those  specified  in  Annex  I.B 
 where  UK  Data  Protec�on  Laws  apply  to  the  data  exporter’s  processing  when  making  that 
 transfer.”; 
 d.  Clause 8.7(i) of Module 1 is replaced with: 
 “it  is  to  a  country  benefi�ng  from  adequacy  regula�ons  pursuant  to  Sec�on  17A  of  the  UK  GDPR 
 that covers the onward transfer”; 
 e.  Clause 8.8(i) of Modules 2 and 3 is replaced with: 
 “the  onward  transfer  is  to  a  country  benefi�ng  from  adequacy  regula�ons  pursuant  to  Sec�on 
 17A of the UK GDPR that covers the onward transfer;” 
 f.  References  to  “Regula�on  (EU)  2016/679”,  “Regula�on  (EU)  2016/679  of  the  European 
 Parliament  and  of  the  Council  of  27  April  2016  on  the  protec�on  of  natural  persons  with  regard  to 
 the  processing  of  personal  data  and  on  the  free  movement  of  such  data  (General  Data  Protec�on 
 Regula�on)”  and  “that  Regula�on”  are  all  replaced  by  “UK  Data  Protec�on  Laws”.  References  to 
 specific  Ar�cle(s)  of  “Regula�on  (EU)  2016/679”  are  replaced  with  the  equivalent  Ar�cle  or 
 Sec�on of UK Data Protec�on Laws; 
 g.  References to Regula�on (EU) 2018/1725 are removed; 
 h.  References  to  the  “European  Union”,  “Union”,  “EU”,  “EU  Member  State”,  “Member  State” 
 and “EU or Member State” are all replaced with the “UK”; 
 i.  The  reference  to  “Clause  12(c)(i)”  at  Clause  10(b)(i)  of  Module  one,  is  replaced  with  “Clause 

 11(c)(i)”; 
 j.  Clause 13(a) and Part C of Annex I are not used; 
 k.  The  “competent  supervisory  authority”  and  “supervisory  authority”  are  both  replaced 
 with the “Informa�on Commissioner”; 
 l.  In Clause 16(e), subsec�on (i) is replaced with: 
 “the  Secretary  of  State  makes  regula�ons  pursuant  to  Sec�on  17A  of  the  Data  Protec�on  Act 
 2018 that cover the transfer of personal data to which these clauses apply;”; 
 m.  Clause 17 is replaced with: 
 “These Clauses are governed by the laws of England and Wales.”; 
 n.  Clause 18 is replaced with: 
 “Any  dispute  arising  from  these  Clauses  shall  be  resolved  by  the  courts  of  England  and  Wales.  A 
 data  subject  may  also  bring  legal  proceedings  against  the  data  exporter  and/or  data  importer 
 before  the  courts  of  any  country  in  the  UK.  The  Par�es  agree  to  submit  themselves  to  the 
 jurisdic�on of such courts.”; and 
 o.  The  footnotes  to  the  Approved  EU  SCCs  do  not  form  part  of  the  Addendum,  except  for 
 footnotes 8, 9, 10 and 11. 
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 Amendments to this Addendum 
 16.  The  Par�es  may  agree  to  change  Clauses  17  and/or  18  of  the  Addendum  EU  SCCs  to  refer 
 to the laws and/or courts of Scotland or Northern Ireland. 
 If  the  Par�es  wish  to  change  the  format  of  the  informa�on  included  in  Part  1:  Tables  of  the 
 Approved  Addendum,  they  may  do  so  by  agreeing  to  the  change  in  wri�ng,  provided  that  the 
 change does not reduce the Appropriate Safeguards. 
 From �me to �me, the ICO may issue a revised Approved Addendum which: 

 a.  makes  reasonable  and  propor�onate  changes  to  the  Approved  Addendum,  including 
 correc�ng errors in the Approved Addendum; and/or 
 b.  reflects changes to UK Data Protec�on Laws; 
 The  revised  Approved  Addendum  will  specify  the  start  date  from  which  the  changes  to  the 
 Approved  Addendum  are  effec�ve  and  whether  the  Par�es  need  to  review  this  Addendum 
 including  the  Appendix  Informa�on.  This  Addendum  is  automa�cally  amended  as  set  out  in  the 
 revised Approved Addendum from the start date specified. 
 If  the  ICO  issues  a  revised  Approved  Addendum  under  Sec�on  18,  if  any  Party  selected  in  Table  4 
 “Ending  the  Addendum  when  the  Approved  Addendum  changes”,  will  as  a  direct  result  of  the 
 changes  in  the  Approved  Addendum  have  a  substan�al,  dispropor�onate  and  demonstrable 
 increase  in:  its  direct  costs  of  performing  its  obliga�ons  under  the  Addendum;  and/or  its  risk 
 under  the  Addendum,  and  in  either  case  it  has  first  taken  reasonable  steps  to  reduce  those  costs 
 or  risks  so  that  it  is  not  substan�al  and  dispropor�onate,  then  that  Party  may  end  this  Addendum 
 at  the  end  of  a  reasonable  no�ce  period,  by  providing  wri�en  no�ce  for  that  period  to  the  other 
 Party before the start date of the revised Approved Addendum. 
 20. The Par�es do not need the consent of any third party to make changes to this Addendum, but 
 any changes must be made in accordance with its terms. 
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